


Issue #85 / The Monthly Journal of the American Hacker / May 2011 


"Former Hawaii Gov. Linda Lingle, a Republican, has been quoted as saying, ‘I 
had my health director, who is a physician by background, go personally view 
the birth certificate in the birth records at the Department of Health. We issued 
a news release at the time saying the president was, in fact, born at Kapi‘olani 
Hospital in Honolulu, Hawaii. And that is just a fact."" 


"Barack Obama was born on August 4, 1961 at the Queen's Medical Center in 
Honolulu, Hawaii. Obama lived here with his parents Barack Obama, Sr. and 
Ann Dunham until they divorced when he was two." 


—-- Top quote is from a April 15, 2011 story on CNN (Jew) stating Barry Soetoro 
(a.k.a. Barack Hussein Obama) was born at the Kapi'olani Hospital in Honolulu, 
Hawaii. Bottom quote is from the November 2004 issue of the Rainbow Edition 
newsletter put out by the Education Laboratory School at the University of Hawaii. 


(politicalticker.blogs.cnn.com/201 1/04/15/debunking—the—-birther—claim) 
(www. hawaii.edu/labschool/re040523.pdf) 
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Tandem Tie Trunk Service Feature /#1A ESS (Part 2) 


‘ie ISS 1, SECTION 231-090-254 






QUANTITY OF 


DGHFLQ) oppeR WORDS* CALL STORE ADDRESS OF 





+23 (0-54) FIRST I1XX HOPPER WORD 
NO. 1 ESS (PROGRAM STORE) 
HOPPER 
WORD 1 
DBHFLQ + 23 CALL STORE ADDRESS OF 
FIRST I1XX HOPPER WORD 
QUANTITY OF get 
DG6HFL H * 
L(DGHFLQ) + 23 (OPPER WORDS HOPPER 
WORD 
NO. 1A ESS (UNDUPLICATED CALL STORE, NO. 1 ESS - CALL STORE 
FILE STORE) NO. 1A ESS - DUPLICATED CALL STORE 
* QUANTITY OF HOPPER WORDS = ‘TXXUR * MARK (SFI1XX) 
LEGEND: 
RDT - REMOVE DIAL TONE BIT 
NOTE: 
IF I4XX IS NOT LOADED AND/OR IXXJR 
SET CARD DOES NOT EXIST, THEN NO 
HOPPER WORDS SHALL BE BUILT. I1XX 
CAN BE LOADED WITHOUT ANY HOPPERS. 
Fig. 14—I1XX Hopper Words 
9FDPRPX Dial Pulse Repeating Trunk DPH Customer Dial Pulse Digit Receiver 
Diagnostics for Foreign Exchange Hopper Entries 
Trunks 
DRR Master Scanner Rows Used for 
9SDPRP Dial Pulse Repeating Trunk Receiver Circuits 
Diagnostics 
IXXJR 11XX Junior Registers 
9FDPREP Same as above. 
IXXOR Improved Tandem Tie Line Senior 
9.03 In addition to the parameter set cards Registers 
discussed above, the Tandem Tie Trunk 
Service feature affects the following set cards: NAX Transmitter Outpulsing Annexes 
DOH Trunk Dial Pulse Outpulse Report NDO Trunk Dial Pulse Transmitter 
Hopper Entries Junior Registers 


Page 25 


Tandem Tie Trunk Service Feature /#1A ESS (Part 2) 





SECTION 231-090-254 


CALL STORE ADDRESS OF 


T4REGS + 40 bree ly SENIOR ORIGINATING 
REGISTER TABLE 





NO. 1 ESS (PROGRAM STORE) 


SOR TABLE 


NO. 1 ESS - CALL STORE 

CALL STORE ADDRESS OF NO. 1A ESS - DUPLICATED 

T4REGS + 40 SENIOR ORIGINATING CALL STORE 
REGISTER TABLE 


QUANTITY* 
L(T4REGS) + 40 (1-500) 





NO. 1A ESS (UNDUPLICATED CALL STORE, 
FILE STORE) 


* QUANTITY = QUANTITY OF STEP-BY-STEP BYLINK REGISTERS 
(ZIXXOR + FXOR + SXOR) 


Fig. 15—Parameter Word !4REGS + 40—Quantity of Step-by-Step Bylink Registers 





NOTE: BIT 23 EXISTS IN NO. 1A ESS ONLY. 


LEGEND: 


CYC -- CYCLIC DIGIT MODE INDICATOR; CYC = 1 WHEN SPECIAL 
CUT-THROUGH OVERLAP MODE OF CYCLIC DIGIT COLLECTION . 
AND OUTPULSING IS MACHINE PROCESSED 

PBA -- PERIPHERAL ORDER BUFFER ACTIVE; PBA = 1 WHEN POB IS 
ACTIVE 

CSXN -- CONFIGURATION INDEX 

AUP -- BIT SET TO 1 WHEN SD-1A300 A RELAY IS OPERATED 

OVFL -- CYCLIC DIGIT OVERFLOW INDICATOR; OVFL = 1 WHEN 
ATTEMPT TO STORE MORE THAN 12 DIGITS 

OPDCX -- DIAL PUSE DONE CYCLIC DIGIT COUNT 

DCX -- CYCLIC DIGIT COUNT 


Fig. 16—Dial Pulse Outpulsing Register—Word 17 Format 
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LINE LINK TRUNK LINK 
NETWORK NETWORK 





TOUCH-TONE OR 
DIAL PULSE 
STATION. I1XX TT 
STATION SHOULD 
BE 12 BUTTON 


CUSTOMER 
DIGIT 
RECEIVER 












A. ACCESS CODE DIALED 


LINE LINK TRUNK LINK 
NETWORK NETHORKESS2 ts. Rts Se Bach tn A Caer Bik td 
[~ ~~ TANDEM THE CINE CUT-THROUGH SERVICE | 
CIRCUIT -- LOCAL OFFICE ORIGINATING 









CUSTOMER 
DIGIT 
RECEIVER 









TOUCH-TONE 
APPLIQUE 








1 - RECEIVER PORT 
2 - TRANSMITTER PORT 


B. REMAINING DIGITS DIALED 


LINE LINK TRUNK LINK ¥ 
NETWORK NETWORK 


* SEE TABLE A 


OUTGOING 
TRUNK* 


C. CALL SETUP AFTER DIALING 


Fig. 17—Station Call—Local Office Origination 
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TRUNK LINK NETWORK 





CUSTOMER 
DIGIT 
RECEIVER 









A. ACCESS CODE DIALED 


TRUNK LINK NETWORK 


[- ~ “TANDEM TIE LINE CUT-THROUGH SERVICE | 
CIRCUIT -- LOCAL OFFICE ORIGINATING 
CUSTOMER 


DIGIT 
RECEIVER 









(RESERVED PATH) 


[Or werSepe es ae ee es 







1 - RECEIVER PORT 
2 - TRANSMITTER PORT 


B. REMAINING DIGITS DIALED 


TRUNK LINK NETWORK 


* UNUSED PORT OR PORT USED FOR 
OPERATOR EXTENDED CALL (i.e., ADD ON) 
+ SEE TABLE A 


C. CALL SETUP AFTER DIALING 


Fig. 18—Attendant (Trunk Link Network Appearance) Call—Local Office Origination 
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ISS 1, SECTION 231-090-254 


TRUNK LINK NETWORK 





A. ACCESS CODE DIALED 


TRUNK LINK NETWORK 





TANDEM TIE LINE 
CUT-THROUGH 








1 - RECEIVER PORT 
2 - TRANSMITTER PORT 


[~~~ (RESERVED PATH) SSC«*d 


B. REMAINING DIGITS DIALED 


TRUNK LINK NETWORK 


* SEE TABLE A 





C. CALL SETUP AFTER DIALING 


Fig. 19—Incoming Call—Distant Office Origination 
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SECTION 231-090-254 


LINE LINK TRUNK LINK 
NETWORK NETWORK 





CUSTOMER 
DIGIT 
RECEIVER 









OFF-NETWORK 
TOUCH-TONE OR 


DIAL PULSE 
STATION A. ACCESS CODE DIALED 
LINE LINK TRUNK LINK 
NETWORK NETWORK 


CUSTOMER 
DIGIT 
RECEIVER 


MF TRANSMITTER 


SD-1A473 
OUTGOING 
TIE TRUNK 














TO EPSCS 
NETWORK 
SWITCH 











B. TRUNK SEIZED, WINK RETURNED, ANI INFORMATION SENT FORWARD 


LINE LINK TRUNK LINK 
NETWORK NETWORK v 





TO EPSCS 
NETWORK 
SWITCH ° 


SD-1A473 
OUTGOING 
TIE TRUNK 





C. SERVICE CIRCUITS RELEASED. STATION DIALS DESTINATION ADDRESS 
AND AUTHORIZATION CODE (OPTIONAL) TO EPSCS NETWORK 


LEGEND: 
OP - DIAL PULSE 
EPSCS - ENHANCED PRIVATE SWITCHED COMMUNICATION SERVICE 
MF - MULTIFREQUENCY 
TT - TOUCH-TONE 


Fig. 20—Station Call to EPSCS Network With Automatic Calling Station Identification Feature 
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ISS 1, SECTION 231-090-254 


LINE LINK TRUNK LINK 
NETWORK NETWORK 





OFF-NETWORK 
DIAL PULSE A. INCOMING TRUNK CONNECTED TO OFF-NETWORK DP STATION 
STATION LINE LINK TRUNK LINK 

NETWORK NETWORK 











3-PORT 
CONFERENCE 
CIRCUIT 


TO EPSCS 
p> NETWORK 


SWITCH 
B. STATION FLASHED AND ACCESS CODE DIALED. TRUNK SEIZED, WINK RETURNED, 


AND ANI INFORMATION SENT FORWARD 


LINE LINK TRUNK LINK 
NETWORK NETWORK 


TO EPSCS 
=> NETWORK 
SWITCH 






CUSTOMER 
DIGIT ¢ 
RECEIVER 






TOUCH-TONE 
APPLIQUE 





C. REMAINING DIGITS DIALED VIA CUT-THROUGH SERVICE CIRCUIT. AFTER DIALED DIGIT TIMEOUT, CALL 
SETUP VIA RESERVED PATHS THROUGH 3-PORT CONFERENCE CIRCUIT (THIS CIRCUIT CANNOT PASS DP). 


Fig. 21—Dial Pulse Station Extending an Incoming Call to EPSCS Network With Automatic Calling Station 
Identification Feature 


Page 31 





Tandem Tie Trunk Service Feature /#1A ESS (Part 2) 


SECTION 231-090-254 


LINE LINK TRUNK LINK 
NETWORK NETWORK 








INCOMING 
TRUNK 


OFF-NETWORK 


TOUCH-TONE 
STATION 
A. INCOMING CALL CONNECTED TO OFF-NETWORK TT STATION 
LINE LINK TRUNK LINK 
NETWORK NETWORK 











INCOMING 
TRUNK 


CONFERENCE 
CIRCUIT 


CUSTOMER DIGIT RECEIVER 








MF TRANSMITTER 
TO EPSCS 
SD-1A473 QUTGOING TIE TRUNK NETWORK 
SWITCH 
B. STATION FLASHED AND ACCESS CODE DIALED. TRUNK SEIZED, WINK RETURNED, 
AND ANI INFORMATION SENT FORWARD 
LINE LINK TRUNK LINK 
NETWORK NETWORK 
INCOMING 
TRUNK 
3-PORT 
CONFERENCE 
CIRCUIT 
TO EPSCS 
$D-1A473 OUTGOING TIE TRUNK NETWORK 
SWITCH 


C. REMAINING DIGITS DIALED AND CALL SETUP TO EPSCS NETWORK 


Fig. 22—TOUCH-TONE Station Extending an Incoming Call to EPSCS Network With Automatic Calling Station 
Identification Feature 
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INSTALL APPLICABLE RC: TGMEM; ASGN 
HARDWARE SECTION 231-118-323 


SECTION 231-318-303 
SECTION 231-048-303 


ASSIGN EQUIPPED TNN(S) 
TO TRUNK GROUP 0 
TEST/ADJUST CIRCUITS 
AS REQUIREDt 


RC: TGMEM; MOVE 


SECTION 231-118-323 
SECTION 231-318-303 
SECTION 231-048-303 


RC: TG ASSIGN EQUIPPED TNN(S) 
SECTION 231-118-323 TO ACTIVE TRUNK GROUP 
SECTION 231-318-303 
SECTION 231-048-303 


BUILD NEW TRUNK 


VERIFY NEW TRUNK 
GROUP(S) GROUP(S) AND TNN(S) 
RC: TRK TEST CIRCUITS 
SECTION 231-118-323 AS REQUIRED 


SECTION 231-318-303 
SECTION 231-048-303 


EQUIP TNN(S) FOR 
TRUNK LINK NETWORK 


SECTION 231-118-325 
SECTION 231-318-305 
SECTION 231-048-305 


BUILD TRUNK CLASS CODE 
EXPANSION TABLE(S) 


VERIFY TRUNK CLASS CODE 
EXPANSION TABLE ENTRIES 


VERIFY TNN(S) ARE 
PROPERLY EQUIPPED* 


ISS 1, SECTION 231-090-254 


SECTION 231-118-324 
SECTION 231-318-304 
SECTION 231-048-304 


BUILD ROUTE INDEX 
EXPANSION TABLE 
TRANSLATIONS FOR RI 


148, 149, AND/OR 
NONFIXED RI(s) 





RC: CTXDI 


SECTION 231-118-331 
SECTION 231-318-309 
SECTION 231-048-309 


BUILD CENTREX DIGIT 
INTERPRETER TABLE. 
SEE PARAGRAPH 12.02 










1 ESS 
OR 1A ESS 
APPLICATION 


CARD 
— Bp WRITE RC 
MESSAGES 


TEST (SEE 
PART 13) 


* USE VFY-TNN MESSAGE 


7 USE T-TNN-MB TO PLACE TRUNKS 
ON OUT-OF-SERVICE LIST BEFORE 
PROCEEDING. 


Fig. 23—Procedure to Install Tandem Tie Trunk Service 


TDH Trunk Dial Pulse Digit Receiver TLL Tie Line Cut-Through Local Office 
Hopper Entries 

TLD Tie Line Cut-Through Distant TQQ Trunk TOUCH-TONE Receiver 
Office Queues 
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SECTION 231-090-254 


TQT Incoming Tie Trunk and Cut-Through 
Rows 

TRR Ringing Circuits Test 

TTH TOUCH-TONE Hopper Entries 

TTQ TOUCH-TONE Receiver Queue 
Entries. 


10. HARDWARE REQUIREMENTS 


Note: This part contains cost factors and 
determination of quantities. Central Office 
Equipment Engineering System (COEES) 
Planning and Mechanized Ordering Modules 
are the recommended procedures for developing 
these requirements. However, for planning 
purposes or if COEES is not available, the 
following guidelines may be used. 


HARDWARE USAGE COSTS 


10.01 Hardware usage costs for the Tandem Tie 
Trunk Service feature are shown in Table 
C. : 


HARDWARE CONFIGURATIONS 


10.02 Table D shows the hardware configurations 

used for the Tandem Tie Trunk Service 
feature. Notice that all trunk order codes ending 
in “1”, except 16201, are designed for I1XX. 


HARDWARE QUANTITIES 
A. Trunk Circuits 


10.03 Total quantities and types of trunk circuits 

used for the Tandem Tie Trunk Service 
feature are based upon the nonsenderized special 
service requirements of Centrex/ESSX-1 customers 
within a No. 1/1A ESS office. General requirements 
are addressed in paragraphs 2.02 through 2.13. 
Trunk circuit engineering is to be done in conjunction 
with network administration practices detailed in 
references A(7), A(10), A(11), and A(16) in Part 18. 


B. Service Circuits 


10.04 Refer to reference A(6) in Part 18. 
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11. SOFTWARE REQUIREMENTS 


Note: This part contains cost factors and 
determination of quantities. Central Office 
Equipment Engineering System (COEES) 
Planning and Mechanized Ordering Modules 
are the recommended procedures for developing 
these requirements. However, for planning 
purposes or if COEES is not available, the 
following guidelines may be used. 


MEMORY 
A. No. 1 ESS 
Fixed 


11.01. The following memory is required whether 
or not the Tandem Tie Trunk Service feature 
is used: 


e Generic (program store): See Table E. 


e Translations (program store): 16 
words per No. 1 ESS office for trunk class 
code expansion tables for tandem tie line 
cut-through service circuits. 


Conditional 


11.02 The following memory is required when 
the Tandem Tie Trunk Service feature is 
activated but not yet applied: 


e Generic (program store): See Table 
E. 


e Call Store: 


(a) In a signal processor office, 200 call 
store words are required for I1XX. 


(b) I1XX requires I1XX junior registers if 

the TAMA feature and/or local second 
dial tone is provided in a No. 1 ESS office. 
In a central control only office, one I1XX 
junior register consists of four call store 
words. Each I1XX dummy register consists 
of five call store words. In a signal processor 
office, one I1XX junior register consists of 
eight call store words. No dummy registers 
are used. Parameter set card IXXJR defines 
the quantity of I1XX junior registers. 
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1A287-02 
1A 287-05 


1A264-01 


1A179-01 
1A300-01 
1A173-01 
1A172-01 


1A179-01 
1A300-01 
1A173-01 
1A178-01 


1A240-01 


- 1A241-01 


1A163-02 
1A163-05 


1A415-05 
1A416-05 
1A473-01 
1A474-01 
1A475-01 


1A476-01 


LEGEND: 


CKT(s) 
D 


F 
MS 





ISS 1, SECTION 231-090-254 


TABLE C 


TANDEM TIE TRUNK SERVICE FEATURE HARDWARE USAGE COSTS 


CODE Ps fol | CIRCUIT PER CIRCUIT 


2/1 


CURRENT DRAIN 
MS PAIRS SIGNAL IN AMPERES 
TRUNK PER CKT DISTRIBUTOR NETWORK 
ORDER POINTS PER APPEARANCES -48V -48V 
+24V TALK SIG 
027 | 070 | — 


























—  Circuit(s) i) — Supervisory 

— Direct SD — Schematic diagram 
— Fast SIG —_ Signal 

— Master scanner Vv — Volt 
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SECTION 231-090-254 


(c) If applicable, one I1XX digit hopper 
word is provided for ¢ach I1XX junior 
register (excluding dummy registers). 


(d) I1XX requires 11XX senior originating 
registers only for dial pulse originating 
calls. Parameter set card IXXOR is used 
to indicate the additional number of senior 
originating registers and affects only the 
SOR call store table. A senior originating 
register consists of 19 call store words. 


(e) Parameter set card TLD, requiring one 

call store word, sets the quantity of 
tandem tie line cut-through service circuits 
for distant originations in a No. 1 ESS 
office. 


(f) Parameter set card TLL, requiring one 

call store word, sets the quantity of 
tandem tie line cut-through service circuits 
for local originations in a No. 1 ESS office. 


(g) Refer to Part 9 for a list of other set 

cards affected by this feature. Set 
cards are engineered per reference C(6) in 
Part 18 on a per office basis. 


Variable 


11.03 The following memory is required when 


the Tandem Tie Trunk Service feature is 


applied: 


e Translations (program store): 


(a) 4 words per access code for centrex 
digit interpreter auxiliary block, if 
required. 


(b) 2 words per outgoing trunk group for 
each route index expansion. 


(c) 4 words per outgoing trunk for each 
TNN-to-PEN auxiliary block. 


(d) 14 words per tandem tie line cut-through 
service circuit for TNN-to-PEN auxiliary 
block. 


(e) 4 words for the route index expansion 

for route indexes 148 and 149. Route 
index 148 points to the trunk group for 
tandem tie line cut-through service circuits 
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for local originations. Route index 149 
points to the trunk group for tandem tie 
line cut-through service circuits for distant 
originations. 


(f) 4 words per tandem tie trunk service 
trunk group for the trunk class code 
expansion table. 


(g) 3 words per tie trunk for the master 
scanner words. 


B. No. 1A ESS 
Fixed 


11.04 The following memory is required whether 
or not the Tandem Tie Trunk Service feature 
is used: 


e Generic (program store, file store): 
See Table F. 


e Translations (unduplicated call store, 
file store): 16 words per No. 1A ESS 
office for trunk class code expansion tables 
for tandem tie line cut-through service 
circuits. 


Conditional 

11.05 The following memory is required when 
the Tandem Tie Trunk Service feature is 

activated but not yet applied: 


e Generic (program store, file store): 
See Table F. 


e Duplicated Call Store: 


(a) I1XX requires I1XX junior registers if 

the TAMA feature and/or local second 
dial tone is provided in a No. 1A ESS office. 
One I1XX junior register consists of four 
call store words. Each 11XX dummy register 
consists of five call store words. Parameter 
set card IXXJR defines the quantity of 
I1XX junior registers. 


(b) If applicable, one I11XX digit hopper 
word is provided for each [1XX junior 
register (excluding dummy registers). 
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wr 
E 
a 
10) 
Y) 
WW 
< 
™= 
SS 
SS 
ie 
3 
® 
ie 
® 
2 
> 
o 
Y 
~< 
= 
iss 
a 
ee 
5 
So 
: 
ke 





I. Generic Program 


II. Trunk Order Codes: 
A. Trunks 


02209 
02212 
02400F 
030A0 
03122 
04906 
04910 
16201 
16300 


17301 
17401 
17501 
17601 


. Service Circuitst: 


02770/02771 


02870/02871 


III. Station Set: 


DP 
TT-10 button 
TT-12 button 


TANWEt TG TRUINN SERVICE FEATUKE HAKDWARE CONFIGURATIONS 


1E5/1AE5 1E6/1AE6 1E6/1AE6 1E6/1AE6 
and earlier and Jater and later and later 


1A 237-02 
1A 237-05 
1A264-01 
1A240-01 
1A241-01 
1A163-02 
1A163-05 
1A415-05 
1A416-05 


1A473-01 
1A474-01 
1A475-01 
1A476-01 


1A172-01 i 

1A173-01 YES/NO NR*/YES NR*/YES NR*/YES 
1A179-01 

1A300-01 

1A173-01 

1A178-01 YES/NO NR*/YES NR*/YES NR*/YES 
1A179-01 

1A300-01 





* Recommended for transition purposes only, 


ft Manufacture discontinued. 


+ TOCs 02770 and 02870 are used for pre-1K6/1AE6 offices supplying 1XX. TOCs 02771 and 02871 are required for I1XX and 


PNAL. In other words, 


LEGEND: 


DP 
NR 


— Dial pulse 
— Not recommended 


TOC — Trunk order code 


TT 


— TOUCH-TONE 


for No. 1/1A ESS offices supplying APLT (1E6/1AE6 and later generic programs). 
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ISS 1, SECTION 231-090-254 
TABLE E 


NO. 1 ESS GENERIC PROGRAM WORDS 


GENERIC PROGRAM STORE | xD CONDITIONAL 


Feature Package Designation (No.) CX1X(15) | 11XX(115) | DPREP(134) | DPRPX(137) 








Prior to 1E6 Generic Program 1850 _ 








Effective with 1E6 Generic Program 





Note: 


For 1XX, use feature package CX1X. 

For I1XX, use optional feature packages I1XX, DPREP, and DPRPX. 

For PNAL only, use optional feature package I1XX and DPRPX. 

Any mixture of 1XX, I1XX, and/or PNAL can be provided in a No. 1 ESS office equipped with 
a 1E6 or later generic program. 


TABLE F 


NO. 1A ESS GENERIC PROGRAM WORDS 


ee 
[rons cowererm [aw | - | - | - 


Note: For 1XX, use feature package CX1X. ¥ 
For I1XX, use optional feature packages 11XX, DPREP, and DPRPX. 
For PNAL only, use optional feature package DPREP. 
Any mixture of 1XX, I1XX, and/or PNAL can be provided in a No. 1A ESS office equipped 
with a 1AE6 or later generic program. 


* This quantity is less than the comparable No. 1 ESS quantity due to the deletion of EPSCS 
programming. 







(c) I1XX requires I1XX senior originating 
registers only for dial pulse originating 
calls. Parameter set card IXXOR is used 
to indicate the additional number of senior 
originating registers and affects only the 
SOR call store table. A senior originating 
register consists of 19 call store words. 


(d) Parameter set card TLD, requiring one 
call store word, sets the quantity of 
tandem tie line cut-through service circuits 


for distant originations in a No. 1A ESS 
office. 


(e) Parameter set card TLL, requiring one 

call store word, sets the quantity of 
tandem tie line cut-through service circuits 
for local originations in a No. 1A ESS office. 


(f) Refer to Part 9 for a list of other set 

cards affected by this feature. Set 
cards are engineered per reference C(7) in 
Part 18 on a per office basis. 
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Variable 


11.06 The following memory is required when 
the Tandem Tie Trunk Service feature is 
applied: 


e Translations (unduplicated call store, 
file store): 


(a) 4 words per access code for centrex 
digit interpreter auxiliary block, if 
required. 


(b) 2 words per outgoing trunk group for 
each route index expansion. 


(c) 4 words per outgoing trunk for each 
TNN-to-PEN auxiliary block. 


(d) 14 words per tandem tie line cut-through 
service circuit for TNN-to-PEN auxiliary 
block. 


(e) 4 words for the route index expansion 

for route indexes 148 and 149. Route 
index 148 points to the trunk group for 
tandem tie line cut-through service circuits 
for local originations. Route index 149 
points to the trunk group for tandem tie 
line cut-through service circuits for distant 
originations. 


(f) 4 words per tandem tie trunk service 
trunk group for the trunk class code 
expansion table. 


(g) 3 words per tie trunk for the master 
scanner words. 


REAL TIME IMPACT 


11.07. Real time requirements for the Tandem 

Tie Trunk Service feature are shown in 
Table G for No. 1 ESS and Table H for No. 1A 
ESS. Cycle time for No. 1 ESS is 5.5 microseconds, 
and for No. 1A ESS it is 0.7 microsecond. 
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12. DATA ASSIGNMENTS AND RECORDS 
TRANSLATION FORMS 


12.01 ESS translation forms, found in reference 
C(1) in Part 18, requiring completion are 
as follows: 


(a) ESS 1101—Directory Number Record: This 
form is used to record directory number 
assignments and other related information. 


(b) ESS 1109A/B—Centrex Group Record: These 
forms contain centrex class information plus 
access code data for a centrex group. 


(c) ESS 1201A/B—Miscellaneous Trunk Frame 

Record: These forms relate the equipment 
location on a frame basis with the trunk network 
number, trunk group, trunk number, trunk class 
code, signal distributor points, and supervisory 
scan points. 


(d) ESS 1202—Trunk Group Record: This form 

provides trunk group number to trunk 
network number and trunk member number 
translations. 


(e) ESS 1203—Trunk Network Number Record: 
This form relates the trunk network number 
to the trunk group and trunk frame location. 


(f) ESS 1204—Trunk Class @ode Record: This 
form specifies data for the trunk class code 
expansion tables. 


(g) ESS 1208A/B—Trunk Screening Group Record: 
These forms associate trunk groups with 
pseudo line equipment numbers. 


(h) ESS 1303A/B/C—Trunk and Service Circuit 
Route Index Record: These forms specify 
data for the route index expansion table entries. 


(i) ESS 1806—Line Class Code Record: This 

form provides major originating and terminating 
class information, as well as rate and route chart 
column information. 


(j) ESS 1400—Traffic Register Assignment 
Record: This form provides type measurement 
counts for peg, usage, and overflow counts. 
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TABLE G 


NO. 1 ESS PROCESSOR TIME 
NUMBER OF PROCESSOR CYCLES 


1XX 11XX PNAL 
| toca | DISTANT LOCAL DISTANT LOCAL | DISTANT 


Fixed Cycles per 6267 6659 


Call (Two-Digit 
Access Code) 





3980 5724 





Extra Cycles for 
Local Second 
Tone 


Cycles Per Digit 
Dialed After 
Access Code 


Extra Cycles 
Fixed for TAMA 
Feature 











Extra Cycles Per 
Digit Dialed After 
Access Code If TAMA 
Feature Applies 





* Subtract 171 cycles if call uses both second dial tone and TAMA feature. 


+ NA - Not applicable. 


RECENT CHANGES 


12.02 There are no new or unique recent change 

(RC) messages used for the Tandem Tie 
Trunk Service feature. However, the Tandem Tie 
Trunk Service feature uses unique keywords with 
the Centrex/ESSX-1 recent change message and 
RC:CTXDI for data type 5 entries. Keyword unit 
STYP 17 is used to provide tandem tie line access. 
Keyword unit RI rrr is used to specify the 
appropriate route index. If the TAMA feature 
applies, keyword unit AMAT is used to allow 
automatic message accounting detailed telephone 
number recording for tie trunks and foreign exchange 
trunks. Keyword unit DRPT is to specify dial 
repeating. Refer to reference A(4), A(27), and 
A(87) in Part 18. 


13. TESTING 
13.01 Verification that the Tandem Tie Trunk 
_ Service feature has been properly installed 
and assigned can be aggomplished by the following 
input/output messages (abbreviated from the 
appropriate input/output message manual referenced 
in Part 18B). System responses should be checked 
against the applicable ESS translation form data. 


e For No. 1 ESS, TAG-TNN and T-READ 
input messages are used to verify trunk 
class code expansion table entries. System 
response should be the TR21 and TW02 
output messages. For No. 1A ESS use 
DUMP:CSS,ADR- to verify the call indicator 
words. The system response is DUMP:CSS 
output message. 
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TABLE H 


NO. 1A ESS PROCESSOR TIME 
NUMBER OF PROCESSOR CYCLES 







Fixed Cycles per 
Call (Two-Digit 
Access Code) 







Extra Cycles for 
Local Second 
Tone 









Cycles Per Digit 
Dialed After 
Access Code 









Extra Cycles 
Fixed for TAMA 
Feature 











Extra Cycles Per 
Digit Dialed After 
Access Code If TAMA 
Feature Applies 










ra ore ei 
iittala 
aa fi i 


Bawa 










* Subtract 342 cycles if call uses both second dial tone and TAMA feature. 


+ NA - Not applicable. 


e VFY-EXP input message is used to verify 
route index entries. System response should 
be a TRO5 output message. 


e VFY-MSN input message is used to verify 
master scan translations. System response 
should be a TR12 output message. 


oe VFY-TKGN input message is used to verify 
one or all trunk group numbers. System 
response should be a TR10 output message. 


e VFY-TNN input message is used to verify 
a trunk network number translation. System 
response should be a TR14 output message. 


e VF Y-XDGNT input message is used to verify 


access codes. System response should be a 
TR18 output message. 


Page 42 


¥ 


13.02 Tandem Tie Trunk Service feature calls 

should be made over the applicable trunk 
groups to verify proper operation of the feature 
when a No. 1/1A ESS is used to originate calls. 
These calls should be made both from Centrex/ESSX-1 
stations and from attendant positions. Tandem Tie 
Trunk Service feature calls over applicable incoming 
trunk groups should also be executed to verify 
proper operation of the feature when a No. 1/1A 
ESS is used to tandem an incoming call through 
the office. 


13.03 The tandem tie line cut-through service 

circuits are diagnosed routinely and on 
demand by a No. 1/1A ESS. Routine testing is 
done through automatic progression testing. 
Demand testing is accomplished from an ESS test 
position or teletypewriter. 
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13.04 Testing of trunks used with the Tandem 
Tie Trunk Service feature is done manually, 
via test positions, on a periodic and/or trouble 
report basis. The special dial repeating trunk 
circuits SD-1A473, SD-1A474, SD-1A475, and SD-1A476 
can be diagnosed by a No. 1/1A ESS as a matter 
of routine (unless 2-way), and on demand request 
resulting from a call failure if 9SDPRP = 1. 


14. OTHER PLANNING TOPICS 


14.01 Refer to Table A and Table B for mounting 
space requirements and to Table C for 
current drain data. 


14.02 Signaling compatibility among different 

noncentrex business customer locations and 
centrex business customer locations is a major 
problem area in tandem tie trunk networks (TTTNs). 
Certain combinations of noncentrex business customer 
locations have compatibility problems which can 
impair service during call setup, even though all 
equipment individually functions properly. Impairments 
range from inconveniences to misdirected and 
high-and-dry calls. Reference C(9) in Part 18 
provides basic technical information on signaling 
compatibility among all types of business customer 
locations used in TTTNs. 


ADMINISTRATION 
15. MEASUREMENTS 
15.01 Certain traffic measurements are available 
for I1XX. See Table I. These counts are 


available on the H, C, DA15, Sl, S2, and S38 
schedules. 


TABLE | 


TRAFFIC MEASUREMENTS AVAILABLE WITH I1XX 


I1XX | Junior Register Usage 


I1XX | Junior Register Overflow 
I1XX | Senior Register Peg Count 
I1XX | Senior Register Overflow 





Legend: 
EGO— Equipment group or office count 
number 


TMC — Type measurement code 


Tandem Tie Trunk Service Feature /#1A ESS (Part 2) 





ISS 1, SECTION 231-090-254 


15.02 The I1XX junior register usage measures 

the usage of these registers by I1XX. This 
is accomplished by an automatic fast-scan register 
(10 second). It is not necessary to assign this 
register to the first 128 registers of the H schedule. 


15.03 The I1XX senior register peg count is 

incremented by one by each attempt to 
seize an I1XX senior register. The J1XX senior 
register overflow is incremented by one each time 
a senior register is not available for an I1XX call. 


16. CHARGING 
AUTOMATIC MESSAGE ACCOUNTING 


16.01 Charging does not apply to the Tandem 

Tie Trunk Service feature. However, the 
Message Detail Recording on Tie Trunks (TAMA) 
feature provides an automatic message accounting 
record of tie trunk or foreign exchange trunk call 
originations on a per access code basis. Refer to 
reference A(23) in Part 18. 


UNIFORM SERVICE ORDER CODES 


16.02 Due to the varieties and diverse applications 

of the Tandem Tie Trunk Service feature, 
refer to the Uniform Service Order Code (USOC) 
Manual and/or the telephone company USOC 
coordinator. 


SUPPLEMENTARY INFORMATION 
17. GLOSSARY 


Advanced private line termination (APLT)—A 
tariff term which includes improved tandem tie line 
service (I1XX) and private network access line 
service (PNAL). 


Cut-through— As used in this feature document, 
a synonym for nonsenderized switching mode. 
(True “cut-through” is a signaling scheme in which 
the T and R leads are metallically connected through 
a trunk circuit.) 


Improved tandem tie line service (I1XX)—A 
version of the Tandem Tie Trunk Service feature 
which provides improved noise and transmission 
characteristics. 


Nonsenderized—A switching method whereby a 
business customer user directly controls, in stages, 


the routing of an outgoing call over tie or foreign 
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exchange trunk facilities through the originating, 
as well as any intermediate switches. A user is 
said to “cut through” these offices. 


Ordinary tandem tie line service (1XX)—A 
version of the Tandem Tie Trunk Service feature 
which has inherent operating noise and sometimes, 
poor transmission quality. 


Private network access line service 
(PNAL)—A version of the Tandem Tie Trunk 
Service feature which allows access line service 
where the calling number is multifrequency outpulsed 
before nonsenderized operation begins. 


Tandem tie trunk network—A private network 
of tie trunks and switching locations that interconnect 
the locations of a large business customer. On 
the network, the switching mode is nonsenderized. 


Tandem Tie Trunk Service feature—A No. 
1/1A ESS feature that provides nonsenderized 
private line service for Centrex/ESSX-1 customers. 


Tie trunk (also called tie line)—A voice 
grade channel used to connect or tie two business 
customer service locations. 


18. REFERENCES 


18.01 The following documentation contains 
information pertaining to or affected by 
the Tandem Tie Trunk Service feature. 


A. Bell System Practices 


(1) Seetion 231-048-303—Trunk Translations 

Recent Change Formats for TG, TGBVT, 
TRK, CFTRK, TGMEM, CCIS, and TKCONV 
(1E6 and 1AE6 Generic Programs), 2-Wire No. 
1 and No. 1A Electronic Switching Systems 


(2) Section 231-048-304— Rate and Route Translation 

Recent Change Formats for NOCNOG, DNHT, 
NOGRAC, RATPAT, DIGTRN, CCOL, RI, 
CHRCX, DITABS, TNDM, IDDD, TDXD, and 
RLST (1E6 and 1AE6 Generic Programs), 2-Wire 
No. 1 and No. 1A Electronic Switching Systems 


(3) Section 231-048-305—Recent Change Formats 

for GENT, PSBLK, PSWD, and SUBTRAN 
(1E6 and 1AE6 Generic Programs), 2-Wire No. 
1 and No. 1A Electronic Switching Systems 
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(4) Section 231-048-309—Centrex-CO, and ESSX-1 

Recent Change Formats for CTXCB, CTXDI, 
CTXEXR, CXDICH, DITABS, DLG, FLXDG, 
FLXRD, and FLXRS (1E6 and 1AE6 Generic 
Programs), 2-Wire No. 1 and No. 1A Electronic 
Switching Systems 


(5) Section 231-048-310—Recent Change Formats 

for ANIDL, CAMA, CFG, CPD, CLAM, 
JUNCT, MSN, NMTGC, PLM, ROTL, SIMFAC, 
TMBCGA, LRE, PUC, RSSCB, RSSCH, and RSP 
(1E6 and 1AE6 Generic Programs), 2-Wire No. 
1 and No. 1A Electronic Switching Systems 


(6) Section 231-060-210—Service Circuits—Network 
Switching Engineering—No. 1 and No. 1A 
Electronic Switching Systems 


(7) Section 231-060-220—Trunks and Miscellaneous 
Circuits—Network Switching Engineering—No. 
1 and No. 1A Electronic Switching Systems 


(8) Section 231-061-450— Program Stores, Network 
Design—No. 1 Electronic Switching System 


(9) Section 281-061-460—Call Stores, Network 
Design—No. 1 Electronic Switching System 


(10) Section 231-061-510—Centrex General 
Description, Network Administration—No. 
1/1A Electronic Switching Systems (when published) 


(11) Section 231-061-850—-Network Design 
Worksheets—Centrex—No. 1/1A Electronic 
Switching Systems 


(12) Section 231-062-460—Processor Community 
Engineering, Program Stores, Network 
Design—No. 1A Electronic Switching System 


(13) Section 231-062-465—Processor Community 

Engineering, Duplicated Call Store, Network 
Design—No. 1A Electronic Switching System 
(when published) 


(14) Section 231-062-470—Processor Community 

Engineering, Unduplicated Call Store, 
Network Design—No. 1A Electronic Switching 
System 


(15) Section 281-062-475— Processor Community 
Engineering, File Stores, Network Design—No. 
1A Electronic Switching System 


20 


(16) Section 281-070-630—Centrex and ESSX-1 
General Description—Network Administra- 
tion—No. 1/1A Electronic Switching Systems 


(17) Section 231-070-635—Centrex Planning and 
Cutover—Network Administration—No. 1/1A 
Electronic Switching Systems 


(18) Section 231-090-058—Feature Document— 

Attendant Control of Trunk Group Access 
Feature—2-Wire No. 1 and No. 1A Electronic 
Switching Systems 


(19) Section 231-090-079—Feature Document—Call 
Transfer—2-Wire No. 1 and No. 1A 
Electronic Switching Systems 


(20) Section 231-090-145—Feature Document—Full 
ESSX-1 Feature—2-Wire No. 1 and No. 1A 
Electronic Switching Systems 


(21) Section 231-090-256—Feature Document—Tie 

Trunk and Foreign Exchange Trunk 
Service—2-Wire No. 1 and No. 1A Electronic 
Switching Systems 


(22) Section 231-090-359—Feature Document— 
Semirestricted Centrex Station Class—2-Wire 
No. 1 and No. 1A Electronic Switching Systems 


(28) Section 281-090-417—Feature Document— 

Message Detail Recording on Tie Trunks 
Feature—2-Wire No. 1 and No. 1A Electronic 
Switching Systems 


(24) Section 231-118-323—Trunk Translation 

Recent Change Procedures for TG, TGBVT, 
TRK, CFTRK, and TGMEM (CTX-6 through 
1E5 Generic Programs), 2-Wire No. 1 Electronic 
Switching System 


(25) Section 281-118-324—Rate and Route 

Translation Recent Change Procedures for 
NOCNOG, DNHT, NOGRAC, RATPAT, DIGTRN, 
TOLDIG, CCOL, RI, CHRGX, DITABS, TNDM, 
IDDD, and TDXD (CTX-6 through 1E5 Generic 
Programs), 2-Wire No. 1 Electronic Switching 
System 


(26) Section 231-118-325—RC Procedures for 

PSWD, GENT, PSBLK, SUBTRAN (CTX-6 
through 1E5 Generic Programs), 2-Wire No. 1 
Electronic Switching System 
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(27) Section 231-118-331—Centrex-CO RC 
Procedures for CTXCB, CTXDI, CTXEXR, 
CXDICH, DITABS, DLG, FLXDG, FLXRD, and 
FLXRS (CTX-6 through 1E5 Generic Programs), 
2-Wire No. 1 Electronic Switching System 


(28) Section 231-118-333—Overall procedures 
for Adding or Removing a Centrex-CO or 

PBX-CO Customer (All Generic Programs), 

2-Wire No. 1 Electronic Switching System 


(29) Section 231-118-335—Line Recent Change 

Procedures—for Line, TWOPTY, MPTY, 
SCLIST, MLHG, ACT, and CFV (CTX-7, CTX-8, 
1E4, and 1E5 Generic Programs), 2-Wire No. 1 
Electronic Switching System 


(30) Section 281-118-337—RC Procedures for 

ANIDL, CAMA, CFG, CPD, MSN, NMTGC, 
PLM, ROTL, SIMFAC, and TMBCGA (CTX-6 
through 1E5 Generic Programs), 2-Wire No. 1 
Electronic Switching System 


(31) Section 231-128-541—Foreign Exchange 
Trunk Circuit—SD-1A241-01—Operational 
Test 


(32) Section 231-130-101—Trunk Test Capabilities 
Description, 2-Wire No. 1 Electronic Switching 
System 


(33) Section 231-190-127—Feature Document— 

Enhanced Private Switched Communications 
Service (EPSCS) Description, 2-Wire No. 1 
Electronic Switching System 


(34) Section 231-318-303—Trunk Translation 

Recent Change Procedures for TG, TGBVT, 
TRK, CFTRK, TGMEM, CCIS, and TKCONV 
(Through 1AE5 Generic Program), 2-Wire No. 1A 
Electronic Switching System 


(35) Section 281-318-304—Rate and Route 

Translation Recent Change Procedures for 
NOCNOG, DNHT, NOGRAC, RATPAT, DIGTRN, 
TOLDIG, CCOL, RI, CHRGX, DITABS, TNDM, 
IDDD, and TDXD (Through 1AE5 Generic 
Program), 2-Wire No. 1A Electronic Switching 
System 


(36) Section 281-318-305—RC Procedures for 

PSWD, PSBLK, SUBTRAN, and GENT 
(Through 1AE5 Generic Program), 2-Wire No. 
1A Electronic Switching System 
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(37) Section 231-318-309—Centrex-CO ESSX-1 

Recent Change Procedures for CTXCB, 
CTXDI, CTXEXR, CXDICH, DITABS, DLG, 
FLXDG, FLXRD, and FLXRS (Through 1AE5 
Generic Program), 2-Wire No. 1A Electronic 
Switching System 


(38) Section 231-318-310—RC Procedures for 

ANIDL, CAMA, CFG, CPD, JUNCT, MSN, 
NMTGC, PLM, ROTL, SIMFAC and TMBCGA, 
and CLAM (Through 1AE5 Generic Program)—2-Wire 
No. 1A Electronic Switching System 


(39) Section 660-440-010—Codes—Test Line 
Circuits and Communications Trunks 
Nationwide Distance Dialing Plan 


(40) Section 759-100-000—Index of Central Office 
Equipment Estimation System (COEES) 
Practices 


(41) Section 851-300-100—Transmission Design 

Considerations and Objectives—Switched 
Special Services and Private Branch Exchange 
(PBX)/Automatic Call Distribution (ACD)/Centrex 
Station Services 


(42) Section 851-300-170—Standard Design of 
Switched Special Services Circuits—Signaling 
Range Information 


(43) Section 981-010-100— Private Branch Exchange 
Tie Trunk Circuits—General Description 
Information 


(44) Section 996-102-100—2-Wire No. 1 and No. 
1A Electronic Switching System—Business 
Customer Service—General Description. 


TTY Input and Output Manuals 


(1) Input Message Manual IM-1A001, No. 1 
Electronic Switching System 


(2) Input Message Manual IM-6A001, No. 1A 
Electronic Switching System 


(3) Output Message Manual OM-1A001, No. 1 
Electronic Switching System 


(4) Output Message Manual OM-6A001, No. 1A 
Electronic Switching System. 


Other Decumentation 


(1) Translation Guide TG-1A, No. 1—Electronic 
Switching System—2-Wire 


(2) Translation Output Configuration PA-591003, 
No. 1 Electronic Switching System 


(3) Translation Output Configurations PA-6A002, 
No. 1A Electronic Switching System 


(4) Office Parameter Specification PA-591001, 
No. 1 Electronic Switching System 


(5) Office Parameter Specification PA-6A001, 
No. 1A Electronic Switching System 


(6) Parameter Guide PG-1, No. 1 Electronic 
Switching System, 2-Wire 


(7) Parameter Guide PG-1A, No. 1A Electronic 
Switching System, 2-Wire 


(8) Growth Recent Change (GRC) Form Manual, 
2-Wire No. 1 and 1A Electronic Switching 
System, PA-591099 v 


(9) American Telephone and Telegraph Company 

General Letter 74-11-030, Dated November 
8, 1974; Subject: Tandem Tie Trunk Network 
PBX Compatibility 


(10) American Telephone and Telegraph Company 

Information Letter 79-01-095, Dated January 
15, 1979; Subject: No. 1/1A ESS—Advanced 
Private Line Termination in 1E6/1AE6 Generic 
Program. 
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Nortel DMS-100 E911200 Log Report 


Explanation 


The E911 subsystem generates log report E911200. The subsystem generates E911200 when a 
receiver is not available for called digit or Automatic Number Identification (ANI) 

collection. Collection occurs on incoming E911 Dial Pulse (DP) or Multi-Frequency (MF) type 
trunks. The system routes the call through the default routing. The system uses the Emergency 
Service Number (ESN) entered in the E911 trunk group data to route the call. 


Format 


The log report format for E911200 is as follows: 











E911200 mmmdd hh:mm:ss ssdd INFO RECEIVER UNAVAILABLE: CALL DEFAULT ROUTED 


























Example 


An example of log report E911200 follows: 











EB911200 MAR29 13:05:24 0101 INFO RECEIVER UNAVAILABLE: CALL DEFAULT ROUTED 


























Field Descriptions 


The following table describes each field in the log report: 
























































Field Value Description 

INFO RECEIVERE Constant Indicates that a receiver is not available for 

UNAVAILABLE an ANI collection on incoming E911 DP or MF type 
trunks. 

CALL DEFAULT Constant Identifies default route, uses the ESN of the 

ROUTED E911 trunk. 

-End- 

Action 


If a receiver receives E911200, contact the next level of maintenance. The next level of 
maintenance must investigate the condition of the receivers. 
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Nortel DMS-100 E911201 Log Report 


Explanation 


The E911 subsystem generates log report E911201. The subsystem generates E911201 when 
calls on E911 type trunks do not receive the called digits of 911, 11, or 1. If the trunk is of the 
direct-seize type, E911 does not expect digits. If the digits do not fit the expected pattern, the 
system routes the call and generates E911201. This log report alerts the operating company 
personnel to possible translation problems or trunk faults in the end-office. 


Format 


The log report format for E911201 is as follows: 


E911201 mmmdd hh:mm:ss ssdd INFO ABNORMAL CALLED DIGITS 
CKT <trkclli> <memnum> 
CALLED DIGITS = <cld_dgts> 

















Example 
An example of log report E911201 follows: 


EB911201 FEBO3 13:05:24 0101 INFO ABNORMAL CALLED DIGITS 
CKT CARYNCE911 6 
CALLED DIGITS = D91 























Field Descriptions 


The following table describes each field in the log report: 



































Field Value Description 

INFO ABNORMAL Constant Identifies the possible translation problem 

CALLED DIGITS or trunk fault in the end-office. 

CKT Character String Identifies the E911 trunk CLLI and unit 
number. 

CALLED DIGITS Alphanumeric Identifies the invalid called digits received. 

—-End- 

Action 


Contact the end-office to initiate analysis of translation entries or perform maintenance on the trunk. 
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Nortel DMS-100 E911202 Log Report 


Explanation 





The E911 subsystem generates log report E911202. 


Log E911202 alerts operating company personnel of the following conditions: 


e Invalid or missing Automatic Number Identifier (ANI) on a wireline E911 call. 

e Invalid or missing Pseudo Automatic Number Identifier (PANI) on a wireless E911 call. 

e PANI not expected on a wireless multi-frequency call. For example, ANI not terminated with a ST (Start) mark. 
e Trunk faults in the end-office. 


The system can route the call by default when the subsystem generates this log. 


For wireline E911 calls, this log displays the ANI DIGITS field as ANI DIGITS =. For wireless 
E911 calls, this log displays the ANI DIGITS field as PANI DIGITS =. 














Format 


The log report format for E911202 is as follows: 





E911202 mmmdd hh:mm:ss ssdd INFO ANI TROUBLE ON E911 TRUNK 
CKT <trunk name> <trunk member number> 
<28 character text message> <digit description> = <digits> 

















Example 


An example of log report E911202 follows: 





B911202 MAR30 16:09:59 1300 INFO ANI TROUBLE ON E911 TRUNK 
CKT EQ11ICMF 3 
CALL DEFAULT ROUTED PANI DIGITS = $ 



































Field Descriptions 


The following table describes each field in the log report: 





























Field Value Description 

INFO ANI TROUBLE Constant Identifies the possible ANI entry problem or 
CALL DEFAULT ROUTED trunk fault. 

CKT Character String Identifies the E911 trunk Common Language 








Location Identifier (CLLI) and unit number. 





ANI or PANI Variable The ANI indicates a wireline call ora 
(up to 4 characters) wireless call that did not expect PANI. 
Digits will be the ANI digits. The PANI 
indicates a wireless call. Digits will be the 


PANI digits. 





ANI DIGITS Up to 15 Digits Indicates ANI digits or unexpected calling 
digits that the trunks receive. 
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TEXT MESSAGE 














Variable 


(up to 28 characters) 


CALL D 








EFAULT ROUT 





ED 





CALL ROUT! 
DIGITS 


PANI NOT 
DFLT RTE 


























ED ON CALLED 


EXPECTED: 


NO CALLING PARTY NUMBER 


PARM 





NO DIGITS IN CALLING 


NUMBI 





INVA] 


NUMBI 


NO CHARGE 


NO DIGITS IN CHARGE 
NUMBER 





ER 





Ly 
ay 














ID DIGS IN CALLING 


NUMBER PARM 





Indicates one of the following values with 
their associated descriptions: 


Indicates the call was routed, based on the 














default Emergency Service Number (ESN) assigned 
to the trunk in table TRKGRP. 

Indicates the call experienced ANI or PANI 
failure. The call will still route, based on 


the called digits. This message occurs only 
when the called digits are not 911, 11, or 1. 


Indicates a wireless E911 call incoming on an 
E911 MF trunk. Field EXTSIG = "y". 

The ANI of the callback number ends with a start 
mark other than ST. o PANI will be sent. 

The DMS system default routes the call, using the 
ESN from table TRKGRP. 




















Indicates a wireline E911 call incoming on an 
Integrated Services Digital Network User Part 
(ISUP) trunk. The E911 option is assigned. 
Subfield E911SIG = E911_STD has no calling party 
number parameter. The system will attempt to use 
the charge number parameter. If the charge number 
is missing or invalid, the subsystem will generate 
another 202 log indicating "CALL DEFAULT ROUTED." 



































Indicates a wireline E911 call incoming on an ISUP 
trunk. The E911 option is assigned. 

Subfield E911SIG = E911_STD has no digits in the 
calling party number parameter. The system will 
attempt to use the charge number parameter. If the 
charge number is missing or invalid, the subsystem 
will generate another 202 log indicating "CALL 
DEFAULT ROUTED." 
































Indicates a wireline E911 call incoming on an ISUP 
trunk. The E911 option is assigned. 

Subfield E911SIG = E911_STD has invalid digits in 
the calling party number parameter. The "ANI 
DIGITS" field will display the digits. The system 
will attempt to use the charge number parameter. 
If the charge number is missing or invalid, the 
subsystem will generate another 202 log indicating 
"CALL DEFAULT ROUTED." 
































Indicates a wireline E911 call incoming on an ISUP 




















trunk. The E911 option is assigned. 
Subfield E911STG = E911_CHG has no charge number 
parameter. The system will attempt to use the 


calling party number parameter. If the calling 
party number is missing or invalid, the subsystem 
will generate another 202 log indicating "CALL 
DEFAULT ROUTED." 




















Indicates a wireline E911 call incoming on an 

ISUP trunk. The E911 option is assigned. 

Subfield E911SIG = E911_CHG has no digits in the 
charge number parameter. The system will attempt 
to use the calling party number parameter. If the 
calling party number is missing or invalid, the 
subsystem will generate another 202 log indicating 
"CALL DEFAULT ROUTED." 
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INVALID DIGS IN CHARGE Indicates a wireli 

NUMBER trunk. The E911 0 
Subfield E911SIG = 
the charge number 
will display the d 
to use the calling 
calling party numb 
subsystem will gen 




















ne E911 call incoming on an ISUP 
ption is assigned. 

E911_CHG has invalid digits in 

parameter. The ANI DIGITS field 
igits. The system will attempt 

party number parameter. If the 
er is missing or invalid, the 








rate another 202 log indicating 








"CALL DEFAULT ROUT 


ED" 








—-End- 





Action 


Perform the following actions: 


Verify the following: The correct setting of E911SIG (for ISUP), trunk datafill (for 


MF), trunk hardware, far end. 


e If the previous items are correct, contact the end—office to determine why the end-office is sending or failing to 
send the following: No calling party number parameter, calling party number parameter containing no digits, 
calling party number parameter containing invalid digits, no charge number parameter, charge number parameter 


containing no digits, charge number parameter containing invalid digits. 


e Contact the end—office to perform maintenance on the trunk. 
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Nortel DMS-100 E911203 Log Report 


Explanation 


The E911 subsystem generates log report E911203. The subsystem generates E911203 when: 
e Acaller makes an E911 call. 


e The system attempts to find an Emergency Service Number (ESN) for the calling party Directory Number (DN) in 
table E911SRDB. 


e The system cannot find a tuple. 
Format 


The log report format for E911203 is as follows: 


E911203 mmmdd hh:mm:ss ssdd FLT CALLING PARTY HAS NO ESN 
NPA = nnn DN = nnnnnnn 








Example 


An example of log report E911203 follows: 











B911203 FEBO3 13:05:24 0101 FLT CALLING PARTY HAS NO ESN 
NPA = 919 DN = 6211234 


Field Descriptions 


The following table describes each field in the log report: 


























Field Value Description 

FLT CALLING PARTY Constant Indicates table E911SRDB does not have any 

HAS NO ESN ESN for calling party. 

NPA Integers Identifies the Numbering Plan Area (NPA) code 
that provides the service. 





DN Integers Identifies the station number used in the NPA 
code that provides the service. 











—-End- 
Action 


Add a tuple to table E911SRDB. Assign an ESN for the calling party DN. 
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Nortel DMS-100 E911204 Log Report 


Explanation 


The E911 subsystem generates log report E911204. The subsystem generates E911204 when a 
call disconnect timer expires. A call disconnect timer has the office parameter 
E911_PSAP_DISCONNECT_TIME. The system waits for the line appearance on a digital trunk 
(LTD) Public Safety Answering Point (PSAP) to go on—hook. The system activates the timer while it 
waits. The system also activates the timer if the LDT PSAP goes off—-hook to originate a call. 


Format 


The log report format for E911204 is as follows: 


E911204 mmmdd hh:mm:ss ssdd INFO 
PERMANENT OFF HOOK CONDITION AT PSAP 
LINE EQUIPMENT NUMBER: xXxXxXxX X X XX XX 
DN: nnnnnn 

PSAP NAME: <psapnm> 






































Example 
An example of log report E911204 follows: 


B9112004 FEBO3 13:0524 0101 INFO 

PERMANENT OFF HOOK CONDITION AT PSAP 
LINE EQUIPMENT NUMBER: HOST 0 0 19 06 
DN: 6211234 
PSAP NAME: RALPOLICE 












































Field Descriptions 


The following table describes each field in the log report: 















































Field Value Description 

INFO PERMANENT Constant Identifies that the PSAP remains off-hook for 
OFF-HOOK CONDITION the duration period. 

AT PSAP 

LINE EQUIPMENT Integers Identifies the lin quipment number of the 
NUMBER PSAP. 

DN Integers Identifies the PSAP directory number. 

PSAP NAME Character String Identifies the agency to which the system 








routes the call. 





—-End- 





Action 


If the system generates E911204 logs often, operating company personnel must check PSAP for 
faults or errors. 
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Nortel DMS-100 E911205 Log Report 


Explanation 


The E911 subsystem generates E911205 when the user enters data in table TRKGRP. The E911 
generates E911205 if the Emergency Service Number (ESN) for an E911 type trunk is not entered 


in table E911ESN. 


Format 


The log report format for E911205 is as follows: 








E911205 mmmdd hh:mm:ss ssdd INFO 














ESN = nnn 


Example 





ESN USED FOR E911 TRKGRP NOT DATAFILLE 





D 


IN 





E911ESN 








An example of log report E911205 follows: 








E911205 FEBO3 13:05:24 0101 INFO 

















ESN = 123 


Field Descriptions 








ESN USED FOR E911 TRKGRP NOT DATAFILLE 





D 


IN 








E911ESN 











The following table describes each field in the log report: 

































































Field Value Description 

INFO ESN USED FOR Constant Indicates the ESN the E911 TRKGRP uses is 

TRKGRP NOT not entered in E911ESN. 

DATAFILLED IN 

E91L1ESN 

ESN Numeric Identifies the ESN assigned to the emergency 
(0 to 15,999) service area. 

—-End- 

Action 


Enter the indicated ESN in table E911ESN. 
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Nortel DMS-100 E911206 Log Report 





Explanation 


The E911 subsystem generates E911206. The subsystem generates E911206 if the system routes 
an incoming call on an E911 type trunk by default. Table E911ESN must contain the default 
Emergency Service Number (ESN) of the trunk group. The system sends the call to vacant code. 


Format 


The log report format for E911206 is as follows: 





CALL ROUTED TO TRE 


E911206 mmmdd hh:mm:ss ssdd FLT 

















ATMENT, ESN NOT FOUND IN E 











CKT <trkclli> <memnum> 


ESN = 





nnn 


Example 


An example of log report E911206 follows: 


E911206 





CALL ROUTED TO TRE 


FEBO3 13:05 


2:24 0101 FLT 




















ATMENT, ESN NOT FOUND IN E 














CKT CARYNCE911 6 


ESN = 





123 


Field Descriptions 


























The following table describes each field in the log report: 
















































































Field Value Description 

FLT CALL ROUTED TO Constant Indicates the call goes to treatment, becaus 
TREATMENT, ESN ESN is not entered in table E911ESN. 

OT FOUND IN 

911ESN 
CKT Character String Identifies the E911 trunk CLLI and unit number. 
ESN Numeric Identifies the ESN assigned to the emergency 

(0 to 15,999) service area. 

—-End- 
Action 


Enter the indicated ESN in table E911ESN. 
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Nortel DMS-100 E911207 Log Report 


Explanation 


The E911 subsystem generates log E911207 when the E911 tandem cannot allocate the number of 
extension blocks requested. The system requests extension blocks through the office parameter 
E911_NUMBER_OF_EXT_BLOCKS. This log only generates on a cold restart/reload. 


Format 


The log report format for E911207 is as follows: 











E911207 mmmdd hh:mm:ss ssdd TBL 


















































FAILURE O ALLOCATE 

NUMBER REQUESTED = <num_req> 

NUMBER ALLOCATED = <num_alloc> 
Example 


An example of log report E911207 follows: 


E911207 JA 








FAILURE 





15 13:05:24 0101 TBL 





O ALLOCATE 




















NUMBER RE 


QUES 











NUMBER A 








iLOCA 














BED = 
ED = 


Field Descriptions 


1024 
200 


E911 EXTENSION BLOCKS 


E911 EXTENSION BLOCKS 


The following table describes each field in the log report: 


























Field Value Description 

TBL FAILURE TO Constant Identifies the DMS fails to allocate E911 
ALLOCATE E911 extension blocks after a cold reload/restart. 
EXTENSION BLOCKS 























UMBER REQUESTE 








16 to 10,000 





Identifies the numbers of 
requested. 





E911 extension blocks 














UMBER ALLOCATE 














Integers 


Identifies the number of 
allocated. 








E911 extension blocks 








—-End- 


Action 


Reduce the parameter E911. NUMBER_OF_EXT_BLOCKS if memory is not available for these 


extension blocks. 


The E911 tandem attempts to allocate the default number of extension blocks if the tandem cannot 
allocate the amount E911 requests. 
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Nortel DMS-100 E911208 Log Report 


Explanation 


The E911 subsystem generates E911208 when call processing cannot obtain an E911 extension 
block during an E911 call. The pool of extension blocks allocated during a cold or warm restart are 
exhausted. Check if the terminating Public Safety Answering Point (PSAP) is a line appearance on 
a Digital Trunk Public Safety Answering Point (LDTPSAP). The tandem forwards the Automatic 
Number Identification (ANI) in the ANI fail format. No Automatic Location Identification (ALI) 
information will be available. 


Format 


The log report format for E911208 is as follows: 


E911208 mmmdd hh:mm:ss ssdd TBL 
NO E911 EXT BLOCK AVAILABLE FOR E911 CALI 
CHECK OFFICE PARAMETER: E911 _NUMBER_OF_EXT_BLOCKS 







































































Example 
An example of log report E911208 follows: 


B911208 JAN15 13:05:24 0101 TBL 
NO E911 EXT BLOCK AVAILABLE FOR E911 CALL 
CHECK OFFICE PARAMETER: E911 _NUMBER_OF_EXT_BLOCKS 







































































Field Descriptions 


The following table describes each field in the log report: 





















































Field Value Description 

O E911 EXT BLOCK Constant Indicates that there is no E911 extension block 
AVAILABLE FOR available for an E911 call. 

E911 CAL 

CHECK OFFICE Constant Indicates that the number of extension blocks 
PARAMETER: allocated in office parameter E911_NUMBER_OF_EXT 























_BLOCKS cannot handle the traffic load. 





—-End- 





Action 
The tandem must check the value of the office parameter 


E911_NUMBER_OF_EXT_ BLOCKS. You must increase this value to accommodate the traffic load 
of the tandem. 
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Nortel DMS-100 E911209 Log Report 


Explanation 





The Enhanced 911 (E911) subsystem generates E911209. The E911 generates E911209 when 
the system rejects an Automatic Location Identification (ALI) record transmission from the tandem to 
the ALI. 

Format 


The log report format for E911209 is as follows: 





E911209 mmmdd hh:mm:ss ssdd FAILURE TO SEND ALI 
RECORD PSAPNUM <aa> POSNUM <aa> MPC <aa> MPCLINK <aa> 

















Example 


An example of log report E911209 follows: 





EB911209 FEBO3 13:05:24 0101 FAILURE TO SEND ALI 
RECORD PSAPNUM 3 POSNUM 12 MPC 1 MPCLINK 3 




















Field Descriptions 


The following table describes each field in the log report: 












































Field Value Description 
FAILURE TO SEND Constant Indicates a rejected ALI record transmission 
ALI RECORD from the tandem to the ALI system. 
PSAPNU 0 to 999 Indicates PSAP number and corresponds to the 
or Not Applicable "NA" entries in the ALI system computer. 
POSNU. 0 to 99 Indicates a different number within the PSAP 
or Not Applicable "NA" that identifies the position that receives the 
ALI. 
MPC Integers Identifies the number in table MPC that applies 
or Not Applicable "NA" to the Multi-Protocol Controller (MPC) card in 
use. 
MPCLINK Integers Indicates one entry in table MPCLINK for each 
or Not Applicable "NA" data link connected to the ALI system. 
—-End- 
Action 


When there are a number of these logs, check the accuracy of the data link between the MPC card 
and the ALI controller. Also, check the entries in the DMS and ALI systems. 
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1. INTRODUCTION 


1.1 PURPOSE 


This information product provides procedures for the provisioning, maintenance, and troubleshooting of the 
5ESS® switch for the Communications Assistance for Law Enforcement Act (CALEA) application for wireline 
subscribers only. 


NOTE: Regarding network provisioning, it is the responsibility of the switch owner to select the most 
appropriate network configuration. Any IP addresses found in this information product are only 
examples, and any similarities between the examples contained herein and IP addresses 
used by any telephone company are purely coincidental. 


This information product is intended for those responsible for normal maintenance and network 
administration of the 5ESS® switch for wireline subscribers. 


For detailed setup information and procedures on the wireless CALEA application, refer to 401-610-615, 
"Flexent®/ AUTOPLEX® Wireless Networks Lawfully Authorized Electronic Surveillance (LAES) for CALEA 
Implementation Guide". A high-level view of how the 5ESS® switch is used for the wireless CALEA application 
is provided in 235-200-100, "Flexenf?/ AUTOPLEX® Wireless Networks Applications OA&M Manual". 


1.2 UPDATE INFORMATION 

1.2.1 REASON FOR UPDATE 

This information product has been updated with changes related to IMR 778884. A note Note has been 
added in Chapter 3, Section 3.8.4 , CDC/PDC IP ADDRESS PROVISIONING, to clarify the appropriate value 
for the QUALIFIER 3 field on RC view 33.1. 

1.2.2 SUPPORTED SOFTWARE RELEASES 

This Information Product supports the 5E14 and later software releases available on the 5ESS® Switch. 
1.2.3 TERMINOLOGY 

1.2.3.1 Lucent Electronic Delivery 

The Lucent Electronic Delivery system is replacing the Software Change Administration and Notification 
System (SCANS) as the system used to download software changes to Lucent products. During the 
transition, both systems will be supported. When products no longer require SCANS, Lucent Technologies 
will notify any customers still using SCANS of the plans for completing the migration to Lucent Electronic 
Delivery. The OneLink Manager ASM User's Guide, 235-200-145, describes the Lucent Electronic Delivery 
System. Documentation currently referencing SCANS will be changed over time, as other technical changes 
are required. 

1.2.3.2 Communication Module Name Change 

The term Communication Module (CM) has been changed to the Global Messaging Server (GMS), 


representing the new portfolio name of this particular module. The current names of the specific types and 
the GMS (the CM2 and CM3) have not been changed. Where the CM name has been used in a generic way 


Copyright ©2003 Lucent Technologies Page 1 


35 


Lawfully Authorized Electronic Surveillance / 5ESS (Part 1) 


Provisioning, Troubleshooting, and Maintenance 





235-200-400 June 2003 


within this information product, the name will be changed to GMS. Where the specific version of GMS (CM2 
or CM3) is being described or mentioned, the name will not be changed. However, the GMS name may be 
added to the description in certain places as a reminder of the change, and that the particular version is a part 
of the overall portfolio. The following list provides some examples of how you may see these names used 
together: 


« Global Messaging Server (formerly Communication Module) 
e GMS (formerly CM) 

« Global Messaging Server-CM2 

e GMS-CM2 


e Global Messaging Server-CM3 








e GMS-CM3 


These name changes will be made over time as other technical changes are required. Also, these changes 
may not be reflected in all software interfaces (input and output messages, master control center screens, 
and recent change and verify screens). Where the information product references these areas, the names 
are used as they are within the software interface. 


1.2.3.3 Bellcore/Telcordia Name Change 


As of March 18, 1999, Bellcore officially changed its name to Telcordia Technologies. Not all pages of this 
document are being reissued to reflect this change; instead, the pages will be reissued over time, as technical 
and other changes are required. Customers on standing order for this document may see that, on 
previous-issue pages, the Bellcore name is still exclusively used. 


Customers receiving new orders for this document will see the Telcordia Technologies name used as 
appropriate throughout the document, and the Bellcore name used only to identify items that were produced 
under the Bellcore name. Exceptions may exist in software-influenced elements such as input/output 
messages, master control center screens, and recent change/verify screens. These elements will not be 
changed in this document until such time as they are changed in the software code. Document updates will 
not be made specifically to remove historical references to Bellcore. 


1.2.3.4 5ESS®-2000 Switch Name Change 


This 5ESS® switch document may contain references to the 5ESS® switch, the 5ESS-2000 switch, and the 
5ESS AnyMedia Switch. The official name of the product has been changed back to the 5ESS® switch. The 
documentation will not be totally reissued to change these references. Instead, the changes will be made 
over time, as technical changes to the document are required. In the interim, assume that any reference to 
the 5ESS-2000 switch or the SESS AnyMedia Switch is also applicable to the 5ESS® switch. It should be 
noted that this name change may not have been carried forward into software-influenced items such as input 
and output messages, master control center screens, and recent change/verify screens. 


1.3 ORGANIZATION 


This document contains the following: 
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(1) INTRODUCTION 
(2) SYSTEM CONFIGURATION 
(3) FACILITIES PROVISIONING 
(a) SECURED FEATURE ENABLING 
(b) IO PORT GROWTH/DEGROWTH 
(c) AUTHORITY CLASS ASSIGNMENT 
(d) SECURITY ADMINISTRATOR LOGIN AND PASSWORD ADMINISTRATION 
(e) CDC/PDC PROVISIONING 
(f) CCC PROVISIONING 


(4) NETWORK TROUBLESHOOT ING 
(5) MAINTENANCE 

(6) INPUT AND OUTPUT MESSAGES 

(7) RECENT CHANGE VIEWS - CLASS 33 
(8) GLOSSARY 


1.4 USER COMMENTS 


We are constantly striving to improve the quality and usability of this information product. Please use one of 
the following options to provide us with your comments: 


e You may use the on-line comment form at http:/Avww.lucent-info.com/comments 

e You may email your comments to comments@lucent.com 
Please include with your comments the title, ordering number, issue number, and issue date of the 
information product, your complete mailing address, and your telephone number. 


If you have questions or comments about the distribution of our information products, see Section 1.5, 
Distribution. 


1.5 DISTRIBUTION 
For distribution comments or questions, contact your local Lucent Technologies Account Representative. 
A documentation coordinator has authorization from Lucent Technologies to purchase our information 


products at discounted prices. To find out whether your company has this authorization through a 
documentation coordinator, call 1-888-LUCENTS8 (1-888-582-3688). 
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Customers who are not represented by a documentation coordinator and employees of Lucent Technologies 
should order 5ESS® switch information products directly from Lucent Technologies. 


To order, call the following telephone number: 
e 1-888-LUCENTS (1-888-582-3688) or fax to 1-800-566-9568: from inside the continental United States 


e 1-317-322-6416 or fax to 1-317-322-6699: from outside the continental United States. 


1.6 TECHNICAL ASSISTANCE 
For technical assistance, call Technical Support Services (TSS) at: 
e 1-866-LUCENTS (1-866-582-3688): from inside the continental United States 


e 1-630-224-4672: from outside the continental United States. 


Technical Support Services is staffed 24 hours a day, 7 days a week. 
1.7 REFERENCES 


The following is a list of other Lucent Technologies 5ESS® Switch documents that are referenced in this 
document. 


e 235-105-231, Hardware Change Procedures - Growth 

e 235-105-331, Hardware Change Procedures - Degrowth 

e 235-105-510, 3B21D Computer Hardware Reference Manual 
e 235-118-251, Recent Change Procedures 

e 235-118-255, Recent Change Reference 

e 235-120-010, CDX Reference Guide 

e 235-120-120, VCDX User's Guide 

e 235-190-104, SDN Feature Descriptions 

e 235-200-100, Flexent®/ AUTOPLEX® Wireless Networks Applications OA&M Manual 
e 235-600-314, ECD/SG Data Base Manual 

e 235-600-700, Input Messages 

e 235-600-750, Outout Messages 


e 401-610-615, Flexent®/ AUTOPLEX® Wireless Networks Lawfully Authorized Electronic Surveillance 
(LAES) for CALEA Implementation Guide 
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2. SYSTEM CONFIGURATION 


2.1 OVERVIEW 


In the 5E14 software release, Lucent Technologies' solution to government-mandated lawfully-authorized 
electronic surveillance is a three-feature set (CALEA TCP/IP DSL Access, 99-5E-4908; TCP/IP Suite 
Functionality, 99-5E-4907; and CALEA-Core, 99-5E-4275 [SFID 509 for non-U.S. North American Region 
telephone service providers]) providing Access, Delivery, and Administration functionality. The Access and 
Delivery functions are internal to the 5ESS® switch. 


The 5E15 software release contains feature 99-5E-7599, CALEA Punch List (the second phase of Lucent's 
CALEA application). This feature provides compliance with the additional requirements mandated by the 
government via the J-STD-025A ballot copy. There is no SFID associated with this feature. 


The 5E15 software release also contains feature 99-5E-8199, TCP/IP Security Enhancement for CALEA. 
This is a secured feature. The Security Feature ID (SFID) needs to be turned on to activate the feature. In 
addition, the Optional Feature ID (OFID) is also provided to allow the feature to be turned on or off. This 
feature enhances the switch's ability to thwart or slow down various IP (internet protocol) attacks that would 
affect the stability of performance of the SMPs (switching module processor) and PHs (packet handlers) 
involved in the CALEA TCP/IP traffic. 


The 5E16.2 software release contains the enhancement feature, 99-5E-8221, Dial Out CDC and CCC 
Enhancement to CALEA-core (SFID 509) and CALEA Punchlist. This enhancement uses dial out CDC and 
CCC connections whenever the subject makes or receives a call. For CDC dial out, a Switched Virtual Circuit 
(SVC) connection will be established from an XAT PH Channel Group Member emulating an X.25 DTE toa 
local LEA facility via a BRI or XAT termination. The SVC can also be established from the emulated X.25 
DTE to a remote LEA via X.75 or X.75' packet network. For CCC, the connection will be established to a local 
LEA with POTS or ISDN termination. The CCC connection can also be established to a remote LEA over an 
SS7 or MF trunk over the public switched telephone network. This feature will support combined, separated, 
mixed CCC transmit, and received delivery modes. 


The 5E16.2 FR1 software release contains the CALEA CDC with Voice Band Data Transmission feature 
(99-5E-8318). It provides the ability to provision an analog line termination to transmit CDC messages. This 
is an enhancement to the Dial Out CDC and CCC feature. This enhancement allows service providers to 
setup a CDC connection to a local LEA using an analog line termination. A CDC connection can also be 
established from the analog line termination on the switch to a remote LEA over an ISUP or MF trunk via the 
public switched telephone network. Service providers can provision CDC surveillances quicker and with less 
cost than dedicated trunk surveillances. The CDC analog link interface supports a signaling rate of 1200 
bits/second (bps), which is sufficient for a small number of surveillances. Multiple surveillances can use the 
same analog CDC connection to an LEA. 


The Administration function is a Surveillance Administration terminal and ROP connected directly to the 
administrative module (AM). 


The access function intercepts a subject's communication and reports Call Progress Data and Call Content 
to law enforcement. Surveillance delivery capabilities are responsible for transporting call content and/or call 
progress data from the subject's switch to law enforcement monitoring sites. Surveillance information is sent 
to the law enforcement agency (LEA) by sending CDC messages and PDC packets in TCP/IP messages 
over X.25 permanent virtual circuits (BRI or T1). Call content itself is delivered over Call Content Channels 
(CCCs) (T1 trunks) from the subject's switch or Intercept Access Point (IAP) to the LEA. Alternatively, the 
CDC with Voice Band Data Transmission feature (99-5E-8318) allows CDC messages to be sent to an LEA 
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over analog line interfaces. 
NOTE: CALEA is supported on both National and Custom ISDN. 


The BRI and the T1 (XAT) interfaces are supported on the SM, SM-2000, Extended Switch Module 2000 
(EXM-2000), RSM, Optical Remote Module (ORM), or Distant Remote Module 2000 (DRM-2000). The BRI 
and the T1 (XAT) interfaces are supported on either a PSU1 or PSU2, and on either a Pl1 or PI2. The BRI 
and the T1 (XAT) interfaces are supported on either a DF-1, DF-2, or DFMP. 


The BRI is supported with the PH3 or PH4, and with the ISLU1, ISLU2, RISLU, TR-303 on IDCU, TR303 on 
DNU-S, AIU, or EAIU. 


The T1 (XAT) is supported with the PH3 or PH4. The T1 is supported with a DFI-XT, DFI-2XT, or DNU-S. 


The BRI supports permanent virtual circuit packet mode delivery service on either the B1 channel, the B2 
channel, or both. 


The surveillance administration capability activates, maintains, and deactivates surveillance within a service 
provider network. The surveillance administration operations system interface is based on a human machine 
language over an ASCIl terminal interface and a restricted Recent Change menu interface in the 5E14 
software release. This restricted interface will only have access to the CALEA-specific views. General RC 
menus will not be available. 


Beginning with the 5E15 software release, the CALEA Punchlist feature makes available the capability for the 
surveillance administrator to have full access (read, update, delete, insert) to all Recent Change classes and 
views. This capability is controlled by the new ADMIN ACCESS field on Recent Change view 8.1. Switch 
maintenance personnel must set the ADMIN ACCESS field to Y and notify the Surveillance Administrator that 
this action has been taken. The default value for the ADMIN ACCESS is N. 


The SAS interface to the 5ESS® switch CALEA data is restricted by password and authority class to prevent 
casual access to surveillance data by office technicians. There is a need for office technicians to maintain the 
switch data. Office Data Base Editor (ODBE) is a tool which normally allows unrestricted access to the switch 
data for correcting data corruption problems. For the CALEA feature set, the global parameter GLCALIPADR 
is viewable, but has been blocked from ODBE update. Any attempt to change GLCALIPADR via ODBE will 
result in the response: 

You are not allowed to update this office parameter using ODBE. 





Figure 2-1 provides an overview of the CALEA network, including the SAS terminal (which interfaces directly 
with the switch), the intercept access point switch (the 5ESS® switch), the LEA collection facility interfaces, 
and the interfaces (CCC, CDC, PDC) between the switch and the LEAs. 


The channels may be provisioned directly to the law enforcement collection facility, or routed though a 
transmission network compatible with 64KBps clear-channel service. Tandem switching of the CCCs is not 
possible. 
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Figure 2-1 CALEA Network Overview 


2.2 SYSTEM ARCHITECTURAL CONSTRAINTS AND IMPACTS 


This feature set requires no hardware changes and no significant software changes of a system architecture 
nature. Two TTYs must be provisioned for surveillance administration use (input and output), but the 
hardware itself is not new or different. 


The following chart lists the items needed for the CALEA application in the central office. 


[Equipment Parts Needed 


An 8-pin straight-thru RJ-45 cable between D4 channel bank and DSU/CSU 


DSU/CSU that extracts the DSx from the XAT (X25 Across T1}. 


V.35 cable between the DSU/CSU and the router 
DSL BRI An 8-pin straight-thru RJ-45 cable between the router's BRI port and ANSI (2B1Q) NT1U device. 





An ANSI (2B1Q) NT1U device. 
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An 8-pin straight-thru RJ-45 cable between the NT1U and the 353a power supply. 


A 353a power supply. 


An 8-pin straight-thru RJ-45 cable between the 353a power supply and the patch panel. 


SAS RC Terminal 250 foot IOP to DB25 Cable from AM backplane to SAS RC Terminal. 
Dummy Terminal with keyboard and power cord. 
4800 E-7-1 settings on Dummy Terminal. 


SAS ROP Terminal 250 foot IOP to DB25 Cable from AM backplane to SAS ROP Terminal. 


Dummy Terminal with keyboard and power cord. 


9600 E-7-1 settings on Dummy Terminal. 


= * Already exists in Central Office. 
1200 E-7-1 settings on Terminal. 
STLWS * Already exists in Central Office. 
9600 E-7-1 settings on Terminal. 





2.3 OPERATIONS SYSTEMS IMPACTS 


No standard switch administrative operations systems will be impacted by this feature, however, OS 
applications not specifically intended for CALEA access will not be able to access CALEA data. 


2.4 SYSTEM COMPONENTS 


2.4.1 EXTERNAL SYSTEM FUNCTIONALITIES 


The external system (5ESS® switch, SAS and LEA monitor boxes) will perform the following tasks: 


provide user interfaces to identify, provision and activate surveillances for Circuit and Packet calls, 
provision TCP/IP and associated delivery facilities (PVCs on X.25 BRIs and/or T 1 (XAT) trunks), 
call content storage, retrieval and distribution, 

call associated data storage and distribution, and 


multiple agents (organizations) handling. 


2.4.2 INTERFACES BETWEEN EXTERNAL SYSTEMS AND THE SWITCH 


There are four interfaces from the 5ESS® switch to the external systems: 


IO Port Interface 


The SAS terminal has at least two connections to the switch via IO port(s) in the AM to send MML input 
commands, receive output reports and use RC/V menu/text. The MML commands, RC/V interface and 
reports are associated with provisioning surveillances and activation/deactivation of the CALEA feature. 
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Although it is not recommended, a service provider can reuse the existing TLVWS or RC/V (but not MCC 
or SCC) terminal to perform the CALEA SAS functionalities. 


e Circuit Call Content Trunk Interface 


Circuit Call Content will be delivered via digital private facility (PF) outgoing trunks using no signaling and 
having a UCD hunt type. The CCC trunks are supported with a DFI-XT, DFIl-2XT, DNU-S, or OIU. A 
minimum of two trunks are used for each call per Level 2 surveillance case. A single surveillance may 
use up to 30 CCC pairs - 60 trunks total. Each subject DN may be monitored by up to 5 LEAs. See 
Figure 2-3 for an overview of the CCC trunks within the CALEA network. 


NOTE: |n reference to Figure 2-3 , keep these things in mind: 

e AnSTSX-1 will never go directly to an LEA collection facility. 

e SM2000 is ideal for a high capacity of surveillances. 
When assigning a trunk, the new status field has three possible values: NULL, CRES (C-tone-reserved) 
and CTONE (C-tone-applied). NULL indicates that the trunk is not for CALEA use. CRES indicates that 
the trunk is for CALEA use but not currently assigned to a surveillance and CTONE indicates that the 
trunk is assigned to a CALEA surveillance. When CCC trunks are assigned to a surveillance, the 
Surveillance Administrator sets CTONE to either HIGHTONE or NULL, based on the LEA's 


requirements. C-Tone indicates that the trunk is active, assigned to a surveillance case, and not currently 
supplying call content. Note that a trunk member that has CALEA status of CTONE cannot be deleted. 


e Socket X.224 TCP/IP Interface 
The call-associated data for circuit and packet calls will be delivered via the Socket TCP/IP interface and 
encapsulated using X.224 (provides a header containing the length of the stream of bytes associated 
with a message). 

e GR-30 CDC Interface 
An analog line termination can be used to establish a CDC connection to an LEA. This GR-30 CDC 
interface will send ASN.1 encoded CDC messages using Frequency Shift Key (FSK) signaling at 1200 
bits per second. 


See Figure 2-2 for an overview of the CALEA network. 
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Key Points to Remember: 
1. All CCC Trunks should be provisioned on 
a single Delivery SM 
2. All CCC Trunks must be digital: 
DNU-S/OIU (SM2000) or DFI 
3.Each T1 provides 12 CCC pairs of 
separated delivery for circuit-switched 
voice or circuit-switched data 
4. CCC Trunks are provisioned end-to-end 
dedicated circuits with NO signaling 
5.For!SDN CSD subjects, all CCC facilities 
(end-to-end) must be 64K clear channel. 
This includes RSM umbilicals when CCC 
trunks are at the Host and the subject is at 
the RSM. 
* No form of zero code suppression is allowed. 
6. The Surveillance Administrator selects per-office 
treatment for idle CCC trunks assigned to active 
cases (C- Tone may be set to HighTone (480 Hz) 
or null (u-law idle code) 
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Figure 2-3 CCC Quick Reference 
2.5 TONE DECODERS (5E15 and later) 


2.5.1 WHAT IS A TONE DECODER? 


Atone decoder (also referred to as a universal tone decoder (UT D}} collects digits dialed by the subject. 
These digits are sent to the LEA f provisioned on the LAES case assignment view. 


The tone decoder usage threshold for the office is specified on Recent Change view 8.1 (TD LIMIT field). The 
range of the parameter is0% to 90% with a default value of 50%. This threshold is used to control when tone 
decoders are dropped from surveillances where no digits have been collected for more than 1 minute. 

2.5.2 CALEA PUNCHLIST USAGE OF TONE DECODERS 

The CALEA Punchlist fe ature provides dual tone multifrequency (DTMF) dialed digit extraction, which is 
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required for both Level 1 and Level 2 subjects. Dialed digit extraction applies to the entire talk state of a call, 
not just address signaling. DTMF dialed digit extraction increases UTD usage. 


The switch attempts to assign a universal tone decoder (UTD) to a Level 1 or 2 subject's call if all of the 
following are true: 


(1) The call is originated by a subject with circuit-switched service. 
NOTE: Calls terminating to a subject are not assigned a UTD for CALEA. 
NOTE: Packet calls are not assigned a UTD for CALEA. 
(2) The subject profile (view C.4) has field "DTMF STATUS" set to ESSENTIAL or STANDARD. 


NOTE: The possible values for DTMF STATUS are: 


ESSENTIAL = Tone decoder will not be dropped during the call. 

STANDARD = Tone decoder will be dropped if a threshold tone decoder usage is 
reached. 

NONE = no tone decoder is attached to this subject's calls (DT MF is disabled) 


(3) Level 1 subjects only - The call is dialed with a Carrier Interconnect type (CITYPE) that has DT MF 
extraction enabled. 


NOTE: The CITYPE assignment per call is done in SESS switch digit analysis translations, for 
example, view 9.3. 


NOTE: The CITYPEs that will receive DT MF extraction are selected by the Surveillance Administrator 
on RC view C.1. 


(4) Thecall is routed with a Bearer Capability that is not "Circuit Switched Data." 
(5) An Idle UTD circuit is available at the time of call setup. 
The collection of subject-dialed digits buffers the lesser of 32 digits or 20 seconds of delay. The switch sends 


a DialedDigitExtraction message to the LEA when either 32 digits are collected or when 20 seconds has 
passed since the last digit collection message. 


At the end of the call, any remaining digits (not previously sent) are sent to the LEA in a DialedDigitExtraction 
message that precedes the CDC Release message. If the subject does not enter any post cut-through DT MF 
digits, then no DialedDigitExtraction message is sent. 


If no tone decoder is available for a call under surveillance with a LAES case marked as "ESSENTIAL" or 
"STANDARD", then a DialedDigitExtraction message is sent to the LEA collection facility indicating "No Tone 
Decoder Available" in the "Digits" field. 

2.5.3 DROPPED TONE DECODERS 


Tone decoders may be dropped for one of several reasons. When a tone decoder is dropped or cannot be 
applied to a call, the switch sends an alarm message (REPT CALEA SAS) to the Surveillance Administration 
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System terminal and to the LEA collection facility. 
The reasons for not applying or removing a tone decoder from a surveillance are: 
(1) The switch received a burst of digits greater than 100 digits in 20 seconds. 
NOTE: The digits per second threshold may not be changed by the switch owner (service provider). 
(2) The CALEA tone decoder threshold was exceeded. 
(3) The tone decoder was dropped due to other failure/maintenance. 


(4) No tone decoder was available. 


Refer to Chapter 4 for information on tone decoder error and corrective actions. 


2.5.3.1 CALEA UTD Load Shedding 


For every "active call" surveillance, the level of available tone decoders is checked every 20 seconds. The TD 
LIMIT field in Recent Change view 8.1 is used to specify the percentage of available tone decoders to be 
used at any one time. 


The TD LIMIT office parameter applies to all SMs in an office, however, the switch monitors tone decoder 
usage on a per SM basis. DT MF dialed-digit extraction load-shedding is performed when all of the following 
conditions are met: 


(1) When the total number of tone decoders currently in use for the subject's SM exceeds the percentage 
of equipped tone decoders (specified in the TD LIMIT field on view 8.1). 


(2) The subject's case is has DTMF STATUS marked "Standard". 

(3) The subject has not dialed any digits for one minute. 
lf these conditions are met, then the UTD is released from the subject's call, and a DialedDigitExtraction 
message is sent to both the Surveillance Administration System terminal and the LEA collection facility 


indicating "Tone Decoder Dropped Due To Load" in the "Digits" field. 


Once a tone decoder is dropped, no further dialed digits may be collected for the subject's call. 

2.5.3.2 Surge of Digits 

The tone decoder will be dropped due to a surge of digits, even if the collection of post cut-through digits 
(DTMF STATUS field) is marked "ESSENTIAL" in the LAES case (view C.4). This action protects the switch 
resources from a possible hardware failure. When a surge of digits causes a tone decoder to be dropped, a 


Dialed DigitExtraction message is sent to both the Surveillance Administration System terminal and the LEA 
collection facility indicating "Digit Surge Tone Decoder Dropped" in the "Digits" field. 


2.5.4 PROVISIONING ADDITIONAL TONE DECODERS 


Depending on the number of surveillances and the number of tone decoders used, additional tone decoders 
may need to be provisioned for the office. 
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See 235-070-100, 5ESS Switch Administration and Engineering Guidelines, for information on adding tone 
decoders to SMs and SM-2000s. 


NOTE: Model 1 DSU on an SM does not support the CALEA Punchlist feature. Model 1 DSU can be 
upgraded to Model 2 DSU (with TN1637). Model 2 (with TN1637, TN833, or TN1890) DSU or newer 
model can support the CALEA Punchlist feature in the 5E15 software release. 
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3. FACILITIES PROVISIONING 


3.1 FACILITIES OVERVIEW 


Figure 3-1 gives an overview of the switch administrator's required tasks when preparing the switch for use 
of the CALEA feature set. These tasks are performed via the Recent Change terminal. 
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Figure 3-1 Switch Administration Task Overview 


3.1.1 SAS INTERFACE 


The Surveillance Administration System (SAS) interface is simply a password-protected RC/V terminal, 
connected to the switch via a TTY port. If strong authentication and encryption capabilities are desired, 
external equipment must be supplied by the telephone company in accordance with local security practices. 
Provisioning a dedicated CALEA TTY follows existing procedures. 


3.1.2 TRUNKS AND DATA LINKS 


The provisioning of surveillance trunks and data links is done using the standard switch maintenance 
capabilities of the 5ESS® switch. The trunks and data links needed for surveillance will be the usual 
equipment found in the 5ESS® switch with no special requirements. The number of lines provisioned 
between the switch and the LEA collection facility is beyond the scope of this document. Each service 
provider should know the average number of surveillances occurring on each of its switches and provision 
accordingly. 


NOTE: There is no Talk/Monitor or TLWS access to CCCs assigned to a case. 


3.1.3 IP ADDRESSES 


Provisioning of IP Addresses is required for all SMPs. The provisioning of the PHs should be limited to the 
PH(s) designated as delivery PHs for CDC (Call Data Channel). When PDC (Packet Data Channel) is used, 
the PH the subject resides on and ISM PHs from the subject's SM to the SM that the delivery PH resides on 
should also be provisioned. 


e Put the 5ESS® switch intranet behind a Gateway Router/Firewall so that local IP addresses can be used 
on the switch, but the LEA can use internationally registered IP addresses obtained from the Network 
Information Center (NIC) if they choose. (Class A and/or Class B) 


e Agree with the LEA to use local IP addresses only, however the LEA will require a Gateway Router if they 


wish to attach their nodes to the internet. 


NOTE: Thecustomer should not configure their switch with duplicated IP addresses or connect to LEA 
collection boxes with identical IP addresses. In the same token, neither should the LEA collection 
boxes connect to switches with duplicate IP addresses. 


It is the responsibility of the switch owner to select the most appropriate network configuration. Any IP 


addresses found in this information product are only examples, and any similarities between the 
examples contained herein and IP addresses used by any Service Provider are purely coincidental. 


3.2 SECURED FEATURE ENABLING 
This section contains the procedure for enabling the 5E14 CALEA-Core secured feature (99-5E-4275). 


NOTE: The enabling of SFID 509 is not required for telephone service providers (TSPs) in the 50 United 
States and U.S. territories. The CALEA feature is automatically enabled, by Lucent Technologies, 
for these NAR TSPs. A telephone service provider in any other country in the North American 
Region (for example, Canada) operating a 5ESS® switch and wanting to use the CALEA 
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functionality, must perform this enabling procedure. 
3.2.1 PURPOSE 
Secured Feature (SFID) 509 must be turned on via Recent Change view 8.22 (routine switch personnel 
responsibility) prior to the feature being activated via RC view C.1 (Security Administrator responsibility). If the 


SFID is not turned on, the CALEA feature can not be activated. However, the CALEA feature may be inactive, 
although the SFID is turned on. 


3.2.2 PLANNING 


This is a one-time task (unless the SFID is disabled for some reason). The PASSWD and MAP LIST 
information must be obtained from the Lucent Technologies Customer Account Team. 


3.2.3 REQUIRED CONDITIONS 

The switch must be running a 5E14 software release with the CALEA-Core feature software. 

3.2.4 REQUIRED TOOLS 

A non-CALEA Recent Change terminal is required for accessing the general Recent Change database. 


3.2.6 PROCEDURE 


(1) Via RCA terminal, access view 8.22, SECURED FEATURE UPGRADE, and populate the following 
fields: 


FIELD VALUES 
FEATURE ID | 
MODULE OFC 


PASSWD. Obtain from Lucent Technologies SFID Administrator 
MAP LIST Obtain from Lucent Technologies SFID Administrator 





STOP. YOU HAVE COMPLETED THIS PROCEDURE. 
3.3 SECURED FEATURE ENHANCEMENTS 


3.3.1 TCP/IP Security Enhancement for CALEA (99-5E-8199) 


This feature (99-5E-8199) provides a set of security measures that are enhancements to the CALEA-CORE 
feature (99-5E-4275). These security measures are implemented in the 5ESS® switch, specifically, in the 
PHs where the X.25 Permanent Virtual Circuits (PVC) are provisioned and terminated for the use of CALEA 
CDC or PDC. The supported PH images are PH3C, PH4A, and PH4G. These measures are the 
implementation of rules that take advantage of the unidirectional nature of CALEA TCP/IP messaging. If any 
violations of the rules are detected, the IP (internet protocol) datagram is ignored. In addition, fault recovery 
actions are triggered that will operate on the High Level Data Link (HDLC) channel that supports the X.25 
PVC. Persistent violations can take the X.25 PVC out of service. While the PVC is out of service the SAS 
ROP reports may also be observed. This is a secured feature and therefore requires a secured feature 
identifier (SFID 628). In conjunction with the SFID, this feature requires an optional feature identifier (OFID 
708) that will allow the feature to be turned on or off. 


Refer to Chapter 3, Section 3.8.9 for activation and deactivation procedures for this feature. 


Copyright ©2003 Lucent Technologies Page 4 


52 


Lawfully Authorized Electronic Surveillance / 5ESS (Part 1) 


Provisioning, Troubleshooting, and Maintenance 





235-200-400 June 2003 


3.4 NON-SECURED FEATURE ENHANCEMENTS 
3.4.1 Dial Out CDC and CCC Enhancement for CALEA (99-5E-8221) 


This feature provides alternative provisioning as an enhancement to the CALEA core feature (99-5E-4275). 


For CDC (Call Data Channel) dial out, the SVC connection will be established to a local LEA facility via a BRI 
or XAT termination. The SVC can also be established to a remote LEA with BRI or XAT connection over X.75 
or X.75' interface through the public X.25 network. The SVC will not be established until CDC data is ready to 
be sent. The SVC connection may be torn down by the LEA if there is no message to be sent after 60 
minutes. 


For dial out CCC (Call Content Channel), the connection will be established to a local LEA with POTS or 
ISDN BRI/PRI termination. The CCC connection can also be established to a remote LEA over an SS7 or MF 
trunk over the public switched telephone network. In both cases, the CCC connection will not be established 
until the subject call is intercepted by answering the Destination LEA DN(s). The following CCC delivery 
modes are supported: 


e Separated Mode: Two dial out call content channels are set up: one for the transmit and one for the 
receive path. Both transmit and receive CCC will be routed with the same DN and then forwarded to the 
LEA destination. 


« Combined Mode: Only one call content channel is allocated to carry both transmit and receive call 
content for all call types. 


e Mixed Mode: If the Bearer Capability (BC) of the monitored call is "speech" or "3.1 audio", the combined 
mode is used. For any other BC types, separate mode is used. 


3.4.2 CALEA CDC with Voice Band Data Transmission (99-5E-8318) 


This feature is an enhancement to the Dial Out CDC and CCC Enhancement for CALEA feature 
(99-5E-4275). This enhancement allows service providers to setup a CDC (Call Data Channel) connection to 
a local LEA using an analog line termination. A CDC connection can also be established from the analog 
line termination on the switch to a remote LEA over an ISUP or MF trunk via the public switched telephone 
network. Service providers can provision CDC surveillances quicker and with less cost than dedicated trunk 
surveillances. The CDC analog link interface supports a signaling rate of 1200 bits/second (bps), which is 
sufficient for a small number of surveillances. Multiple surveillances can use the same analog CDC 
connection to an LEA. 


3.5 SURVEILLANCE ADMINISTRATION SYSTEM (SAS) INTERFACE PROVISIONING 

3.5.1 OVERVIEW 

The SAS represents the entity sending messages through the Surveillance Administration Interface (SAI) to 
enable the setup, activation, modification, and deactivation of surveillances. The SAS may be a manual or 


automated system. For the 5ESS® switch implementation, the SAS is a terminal which supports both MML 
commands and Recent Change activity. 


SAS Interface provisioning includes 
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e lO port growth, 
e Authority Class assignment, and 
e Security Administrator login assignment. 


NOTE: The procedures for each of these four provisioning tasks must be performed in the order they appear 
in this section. 


3.5.2 1O PORT GROWTH/DEGROWTH 


The 5ESS® switch supports two AM IOP 9600bps asynchronous ports for the LAES administrative system 
interface. These two CALEA TTY ports are added via ECD high level form "ttyadd." 


The "ttyadd" function provides a high-level interface to the ECD recent change allowing the customer to input 
minimal data to populate the necessary low-level ECD forms. The "ttyadd" function includes TTY26 
(CALEASAS) and TTY27 (CALEAPRT). 


NOTE: Although it is not recommended, a service provider can reuse the existing RC/V (but not MCC, SCC, 
or TLWS) terminal to perform the CALEA SAS functionalities. 


The "ttyadd" function is invoked in the same manner for a 3B21D, VCDX and DRM. 

Accessing the "ttyadd" form, adding correct data, and starting execution, cause messages to be displayed on 
the terminal screen. These messages request the provisioner to diagnose, restore, power up, power down, or 
connect hardware. 


The CALEA TTY used by surveillance/security administrators for command input has no message class 
assigned since manual reports are sent to the terminal where commands are issued. The other CALEA TTY 
(receive only printer) has security and surveillance spontaneous message classes. Message classes and 
authority records for SURLEA (used to send output to SAS terminal and SAS ROP) and SECLEA (used to 
send output to the SAS ROP only) and log file CACMDLOG will be added to the base ECD. Additional 
low-level ECD updates are required to setup the CALEA authority values. 
The TTY port to perform administrative tasks must be set to have the following characteristics: 

e MML text only interface (similar to a Recent Change and Verify terminal) 

e Dialogue timeout timer in ECD will be set to 0 (no timeout). 

e The terminal authority checking shall be provided. 


e The assignments of authorities to the CALEA terminal can be executed from an MML command at the 
site. 


The TTY port to receive security and surveillance spontaneous reports will be set to have the following 
characteristics: 


e« MML text only interface (similar to ROP) 


e Dialogue shell is not available. 
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« The spontaneous report message classes for both security and surveillance administrators shall be 
assigned to this device. 


There are several possibilities for TTY growth and degrowth, depending on office configuration. In this 
section are procedures for 


e CALEA Input TTY Growth (3B21D) 

e CALEA Output TTY Growth (3B21D) 

e CALEA TTY Degrowth (3B21D) 

e CALEA Input TTY Growth (VCDX or DRM) 


e CALEA Output TTY Growth (VCDX or DRM) 





e CALEA TTY Degrowth (VCDX or DRM) 
e Converting Existing RC/V TTY to CALEA Input TTY (All Platforms) 
e« Converting Existing RC/V TTY to CALEA Output TTY (All Platforms) 


e Converting Existing STLWS TTY to CALEA Input TTY 


3.5.2.1 CONVERT EXISTING RC/V TTY TO CALEA TTY 


Instead of growing new TTY ports, existing RC/V (but not MCC, TLWS, or SCC) terminals can be converted 
to CALEA-specific TTYs. 


NOTE: Once a surveillance is established, the switch may generate spontaneous reports as a result of 


surveillance-affecting events. These reports are routed to the CALEA ROP. Therefore, the 
recommended procedure is to grow dedicated CALEA input and output TTYs. 


3.5.2.2 PLANNING 

When provisioning dedicated CALEA TTYs, this procedure should be performed in advance of obtaining a 
court-order. When provisioning an existing TTY for CALEA use, only to reprovision it for normal use again, 
this procedure is performed whenever a surveillance is ordered and there is no dedicated TTY for lawfully 
authorized electronic surveillance (LAES) use. 

3.5.2.3 REQUIRED CONDITIONS 

All prerequisites are covered within each procedure. 

3.5.2.3.1 CALEA INPUT TTY GROWTH FOR 3B21D 

3.5.2.3.1.1 OVERVIEW 


The flexible input/output processor (FIOP) eliminates the need for adding a growth IOP when there is room 
for the peripheral device in an existing IOP. The FIOP is an efficient, simplified way to add or delete all of the 
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low-level forms associated with a particular input/output processor (IOP) device. 
3.5.2.3.1.2 PROCEDURE 


NOTE: This procedure consists of the following subprocedures. Unless otherwise stated, the subprocedures 
must be performed in the order stated. 


3.5.2.3.1.2.1 Identify the Hardware Supporting the CALEA Input TTY Interface. 
The following hardware supports the CALEA Input TTY interface: 

e Teletypewriter controller (TT YC) number 

e Teletypewriter (TTY) number 

e IOP number 

e PORT number 


e Peripheral controller (PC) number. 


3.5.2.3.1.2.2 Perform Port Switch 
(1) At master control center (MCC), ensure terminal is in CMD mode. 
(2) Type and enter 112 
Response: MCC page 112 is displayed. 
(3) Isthe maintenance cathode ray tube (MCRT) and/or the receive-only printer (ROP) connected to the 
maintenance teletypewriter peripheral controller (MTT YC) associated with the input/output processor 


(IOP) that is going to be removed from service? 


If YES, continue. 
If NO, go to 3.5.2.3.1.2.3 . 


(4) Set port switches EQL - PCCA 0: 045-186 to the AUTO position if not already in the AUTO position. 
(5) At MCC, type and enter one of the following to perform the port switch: 

e 401 (switches both MCRT and ROP) 

e 402 (switches ROP only) 


« 403 (switches MCRT only). 
(6) At MCC page 112, verify the MCRT and ROP are not connected to the selected IOP. 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 
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3.5.2.3.1.2.3 Enter UNIX® Real Time Reliable (RTR) System Recent Change and Verify (RC/V) 
(1) Is master control center (MCC) or RC/VV terminal to be used? 
MCC proceed to Step 2. 
RCW proceed to Step 8. 
(2) At MCC, ensure terminal is in command mode. 
(3) At MCC, do Steps 4 through 7. 
(4) Type and enter CMD 199 


Response: RCV ECD PARAMETER INFO page displayed with cursor at 1.database name 


(5) Type and enter incore 


Response: Cursor at 2.review only 


(6) Type and entern 


Response: Cursor at 3.journaling 


(7) Type and enter * 
Response: RCV INITIALIZATION IN PROGRESS message displayed. 


UNIX RTR RCV (ODIN) - DATA ENTRY page is displayed. 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 
(8) AtRC/A terminal, type and enter RCV:MENU:DATA,RCVECD; 


Response: RCV ECD PARAMETER INFO page displayed with cursor at 1.database name 


(9) Type and enter incore 


Response: Cursor at 2.review only 


(10 


Type and enter n 


Response: Cursor at 3.journaling 


(11 


Type and enter * 


Response: RCV INITIALIZATION IN PROGRESS message displayed. 
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UNIX RTR RCV (ODIN) - DATA ENTRY page is displayed. 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 
3.5.2.3.1.2.4 Enter High-Level Forms 


(1) Type and enter toggle 


Response: Takes you to the high-level forms. 


(2) Type and enter help 


Response: List of all high-level forms available. 


NOTE: While trying to grow the CALEA Input TTY, a prompt to do corrective action before continuing 
may appear if any of the following states are encountered: 


e Attempting to grow the CALEA Input TTY in a slot with a device in the equip state. 


e The slot selected has a device in the unequip state. 


If any of the previously mentioned states are present, the high-level delete form must be executed. 
The procedures for deleting existing forms are in 235-105-331, 5ESS® Switch Hardware Change 
Procedures - Degrowth. 


(3) Type and enter iopslots 


Response: iopslots form displayed. 
Cursor at 1. unit_name: 


(4) Type and enter lOP 


Response: Cursor at unit_number: 


(5) Type and enter appropriate unit number (0, 1, 2, or 3). 


Response: List of all IOP slots assigned. 


(6) Type and enter < 


Response: Exit iopslots form. 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 


3.5.2.3.1.2.5 Insert TTYC Data 
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NOTE: An! may be entered any time prompted to abort the form and return to the state when the form was 
started. 


(1) If there is an existing TTYC, a new TTYC may not have to be grown. Go to 3.5.2.3.1.2.7 . 
(2) Type and enter ttycadd 


Response: ttycadd form displayed. 
Cursor at 1. ttyc_name: 


(3) Type and enter appropriate TTYC number. 


Response: Cursor at 2. packname: 


(4) Type and enter appropriate packname (tn74 or un582). 


Response: Cursor at 3. slot: 


(5) Type and enter appropriate slot position. 


Response: Cursor at 4. |OP_number: 


(6) Type and enter appropriate IOP number (0, 1, 2, or 3). 


Response: Cursor at 5. plu_unit_name: 


(7) Type and enter appropriate data or CARRIAGE RETURN. 


Response: Cursor at 6. plu_unit_number: 


(8) Type and enter appropriate data or CARRIAGE RETURN. 
(9) Type and enter i 


(10) The low-level forms will now be added automatically. 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 
3.5.2.3.1.2.6 Complete TTYC Hardware Installation 


NOTE: Use this procedure along with the prompts on the selected terminal. 


(1) First prompt: Remove IOP x and power it down. When complete, hit return to continue or ! to 
abort. 


At selected terminal, type and enter RMV:IOP=x; 
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Where: x= IOP number receiving the new device. 


Response: REMOVE IOP x COMPLETED 


At the IOP power switch, simultaneously depress the MOR and OFF switches. 
Press CARRIAGE RETURN. 
(2) Second prompt: Install TTYC x - hit return to continue or ! to abort. 
Installation Function 
Press CARRIAGE RETURN. 
(3) Third prompt: Power up and restore IOP x. After ATP hit return to continue or ! to abort. 
At the IOP power switch, simultaneously depress the MOR and ON switches. 
At selected terminal, type and enter RST:IOP=x; 
Where: x = IOP number receiving the new device. 


Response: RESTORE IOP x COMPLETED 


Press CARRIAGE RETURN. 
(4) Type and enter < 


Response: Exit the ttycadd form. 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 
3.5.2.3.1.2.7 Insert TTY Data 


NOTE: An! may be entered any time prompted to abort the form and return to the state when the form was 
started. 


(1) Type and enter ttyadd 


Response: ttyadd form displayed. 
Cursor at 1. tty_name: 


(2) Note: Fields not specified receive the default value by entering CARRIAGE RETURN. 
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Type and enter the following data: 


1. tty_name: enter TTY26 

2. baud_rate: enter (as specified or CARRIAGE RETURN) 
3. login_term: enter n 

4. auth_chk: enter t 

5. term_type: enter (as specified o CARRIAGE RETURN) 


6. line_mode: enter (as specified o CARRIAGE RETURN) 

7. port: enter 0,1, 2,3 

8. ttyec_number: enter TTYC controller number 

9. plu_unit_name: enter (as specified oo CARRIAGE RETURN) 
i i enter (as specified o CARRIAGE RETURN 





NOTE: If a UN582 is equipped, you are allowed to use ports 0-3. 
If a TN74 is equipped, you can only use ports 2 and 3. 


(3) Type and enter i 


(4) The low-level forms will now be added automatically. 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 
3.5.2.3.1.2.8 Complete TTY Hardware Installation 
NOTE: Use this procedure along with the prompts on the selected terminal. 
(1) First prompt: Remove IOP x from service and power down. Hit return to continue or ! to abort. 
At selected terminal, type and enter RMV:IOP=x; 
Where: x = IOP number receiving the new device. 


Response: REMOVE IOP x COMPLETED 


At the IOP power switch, simultaneously depress the MOR and OFF switches. 
Press CARRIAGE RETURN. 

(2) Second prompt: Physically connect TTY x. Hit return to continue or ! to abort. 
Installation Function 
Press CARRIAGE RETURN. 

(3) Third prompt: Power up and restore IOP x. Hit return to continue or ! to abort. 
At the IOP power switch, simultaneously depress the MOR and ON switches. 
At selected terminal, type and enter RST:IOP=x,UCL; 


Where: x= IOP number receiving the new device. 
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Response: RESTORE IOP x COMPLETED 


Press CARRIAGE RETURN. 

(4) Fourth prompt: Remove TTYC x from service. Hit return to continue or ! to abort. 
At MCC, type and enter RMV:TTYC=x ; 
Where: x = Appropriate controller number. 


Response: RMV TTYC x COMPLETED 


Press CARRIAGE RETURN. 
(5) Fifth prompt: Diagnose and restore TTYC x. When complete, hit return to continue or ! to abort. 


NOTE: All tests pass (ATP) must be achieved before continuing. 


At MCC, type and enter DGN:TTYC=x,RAW,TLP; 
Where: x = Appropriate controller number. 


Response: DGN TTYC x COMPLETED ATP 


At MCC, type and enter RST: TTYC=x; 
Where: x = Appropriate controller number. 


Response: RST TTYC x COMPLETED 


Press CARRIAGE RETURN. 


Response: FORM INSERTED 


(6) Type and enter < 


Response: Exit the ttyadd form. 


(7) Type and enter toggle 
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(8) 


(9) 


(10) 


(11) 


(12) 


(13) 


(14) 


(15) 


(16) 


(17) 


(18) 


Response: Low-level form displayed on screen. 


Type and enter trbegin 


Response: 1.tr_name 


Enter a carriage return 


Response: Enter Execute, Change, Substitute, Validate, or Print: 


Type and enter e 


Response: Enter Form Name: 
Type and enter authdef 
Response: l=Insert R=Review U=Update D=Delete : 


Type and enter u 


Response: 1.comgr_name: 


Type and enter SURLEA 


Response: Enter Update, Change, Substitute, Validate or Print: 


Type and enter c 


Response: Change field: 


Type and enter 5 


Response: §.log_flag 


Type and enter y 


Response: Change field: 


Type and enter 8 


Response: 8.log_flag 


Type and enter y 


Response: Change field: 
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(19) Enter a carriage return 


Response: Enter Update, Change, Substitute, Validate or Print: 


(20) Type and enter u 


Response: 1.comgr_name: 


(21) Type and enter SECLEA 
Repeat Steps 15 through 21 
(22) Type and enter RCV 
Repeat Steps 15 through 21 
(23) Type and enter FHADM 


Repeat Steps 15 through 21 





(24) Type and enter < 


Response: Enter Form Name: 


(25) Type and enter trend 


Response: 1.tr_name: 


(26) Enter a carriage return 4 times 


Response: Enter Execute, Change, Substitute, Validate, or Print: 


(27) Type and enter e 
Response: FORM EXECUTED 


Enter Form Name; 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 


3.5.2.3.1.2.9 Back Up Incore ECD to Disk 
(1) At MCC, do Steps 2 through 5. 
(2) Type and enter activate 


Response: ACTIVATE form displayed with cursor at 


Copyright ©2003 Lucent Technologies Page 16 


64 


Lawfully Authorized Electronic Surveillance / 5ESS (Part 1) 





Provisioning, Troubleshooting, and Maintenance 


235-200-400 June 2003 


1. copy_inc_to_disk: YES 


(3) Enter a carriage return 


Response: ODIN will request the action desired. 


(4) Type and enter e 


Response: ODIN will return to the DATA ENTRY page. 


(5) Type and enter < 


Response: RCV-199 COMPLETED 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 


3.5.2.3.1.2.10 Back Up Office Dependent Data 


NOTE: Before the response, there will be completed responses for each SM, the AM, and the CMP if 
applicable. 


(1) AtMCC, type and enter BKUP:ODD; 
Response: BKUP ODD COMPLETED 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 
3.5.2.3.1.2.11 Primary Disk Backed Up 
It is recommended that the primary disk be backed up and that a shelf copy of the disks be made. 


(1) Back up primary disk. 


STOP. YOU HAVE COMPLETED THIS PROCEDURE. 
3.5.2.3.2 CALEA OUTPUT TTY GROWTH FOR 3B21D 


3.5.2.3.2.1 OVERVIEW 


The flexible input/output processor (FIOP) eliminates the need for adding a growth IOP when there is room 
for the peripheral device in an existing IOP. The FIOP is an efficient, simplified way to add or delete all of the 
low-level forms associated with a particular input/output processor (IOP) device. 


3.5.2.3.2.2, PROCEDURE 


NOTE: This procedure consists of the following subprocedures. Unless otherwise stated, the subprocedures 
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must be performed in the order stated. 
3.5.2.3.2.2.1 Identify the Hardware Supporting the CALEA Output Interface. 
The following hardware supports the CALEA Output interface: 
e Teletypewriter controller (TT YC) number 
e Teletypewriter (TTY) number 
e JOP number 
e PORT number 


e Peripheral controller (PC) number. 


3.5.2.3.2.2.2 Perform Port Switch 
(1) Atmaster control center (MCC), ensure terminal is in CMD mode. 
(2) Type and enter 112 


Response: MCC page 112 is displayed. 


(3) Isthe maintenance cathode ray tube (MCRT) and/or the receive-only printer (ROP) connected to the 
maintenance teletypewriter peripheral controller (MTT YC) associated with the input/output processor 
(IOP) that is going to be removed from service? 


If YES, continue. 
If NO, go to 3.5.2.3.2.2.3 . 


(4) Set port switches EQL - PCCA 0: 045-186 to the AUTO position if not already in the AUTO position. 
(5) At MCC, type and enter one of the following to perform the port switch: 

e 401 (switches both MCRT and ROP) 

« 402 (switches ROP only) 


« 403 (switches MCRT only). 
(6) AtMCC page 112, verify the MCRT and ROP are not connected to the selected IOP. 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 


3.5.2.3.2.2.3 Enter UNIX® Real Time Reliable (RTR) System Recent Change and Verify (RC/V) 


(1) Ismaster control center (MCC) or RC/V terminal to be used? 
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MCC proceed to Step 2. 
RCW proceed to Step 8. 
(2) At MCC, ensure terminal is in command mode. 
(3) At MCC, do Steps 4 through 7. 
(4) Type and enter CMD 199 
Response: RCV ECD PARAMETER INFO page displayed with cursor at 1.database name 


(5) Type and enter incore 


Response: Cursor at 2.review only 


(6) Type andentern 


Response: Cursor at 3.journaling 


(7) Type and enter * 
Response: RCV INITIALIZATION IN PROGRESS message displayed. 


UNIX RTR RCV (ODIN) - DATA ENTRY page is displayed. 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 
(8) At RCA terminal, type and enter RCV:MENU:DATA,RCVECD; 


Response: RCV ECD PARAMETER INFO page displayed with cursor at 1.database name 


(9) Type and enter incore 


Response: Cursor at 2.review only 


(10) Type and enter n 


Response: Cursor at 3.journaling 


(11) Type and enter * 
Response: RCV INITIALIZATION IN PROGRESS message displayed. 


UNIX RTR RCV (ODIN) - DATA ENTRY page is displayed. 
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STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 
3.5.2.3.2.2.4 Enter High-Level Forms 


(1) Type and enter toggle 


Response: Takes you to the high-level forms. 


(2) Type and enter help 


Response: List of all high-level forms available. 


NOTE: While trying to grow the CALEA Output TTY, a prompt to do corrective action before 
continuing may appear if any of the following states are encountered: 


« Attempting to grow the CALEA Output TTY in a slot with a device in the equip state. 
e The slot selected has a device in the unequip state. 
If any of the previously mentioned states are present, the high-level delete form must be executed. 


The procedures for deleting existing forms are in 235-105-331, 5ESS® Switch Hardware Change 
Procedures - Degrowth. 


(3) Type and enter iopslots 


Response: iopslots form displayed. 
Cursor at 1. unit_name: 


(4) Type and enter lOP 


Response: Cursor at unit_number: 


(5) Type and enter appropriate unit number (0, 1, 2, or 3). 


Response: List of all IOP slots assigned. 
(6) Type and enter < 


Response: Exit iopslots form. 


STOP. YOU HAVE COMPLETED THIS SUBPROCEDURE. 
3.5.2.3.2.2.5 Insert TTYC Data 


NOTE: An! may be entered any time prompted to abort the form and return to the state when the form was 
started. 
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GBPPR Remote Respiration/Heart Beat Monitor Experiments 


A few weeks ago in a city not too far away... 
UNION WARS 


It is a period of civil war. Tea Party patriots, voting from their heart, have won their 
first victory against the evil Obama Zionist Empire. 


During the election, Tea Party spies managed to uncover plans for the Empire's 
ultimate weapon, the JEW JUDGE, an unelected position with enough power to 
destroy an entire White nation. 


Pursued by the Empire's sinister jackbooted thugs, local Tea Party patriots raced 
home aboard their non-government bailed out vehicles, custodian of the information 
that can save Wisconsin and restore freedom to the country... 


Introduction 


With the recent onslaught of staged union protests and general manufactured outrage taking place 
all over Wisconsin, if we've learned anything, it is just how dishonest and downright corrupt our 
politicians and mainstream media have become. 


| personally witnessed a media report on how some "poor" government-union snowplow drivers in 
Wisconsin are may loose their "right" to negociate outrageous contracts and pension plans on the 
taxpayer's back (the horror!), or be forced to pay for some of their own medical insurance — like the 
rest of us. What that media report failed to mention is some of those "poor" snowplow drivers make 
$60—an-hour overtime — and they are not exactly the more efficient workers. 


Then there are the public school teachers, which | am all too familiar with. The Green Bay public 
school system always seems to complain about not having enough funds (with politicians calling for 
the ever-increasing taxing of hard—working Gentiles), but the school system just managed to install 
a fancy new $100,000 MotoTRBO radio system! | could have built them a decent radio system for a 
fraction that price... The schools here are also spending hundreds of thousands of dollars (probably 
millions when everything is finished) on new security cameras and other monitoring devices. That's 
odd, as | spent twelve years in various Green Bay public schools and never felt the need to be 
under constant video surveillance. Maybe it's really because the local union "leadership" is in bed 
with the companies doing the installation work and contract bidding (hint, hint). Those "poor" and 
"overworked" teachers in Green Bay also have no problems with using a teacher convention or 
parent/teacher conference day-—off to go shopping or on vacation, or playing Angry Birds on their 
taxpayer-funded cellphone all day. They also seem to have no problems with using school 
computers and resources to distribute pro—John Kerry (2004), pro—Barack Obama (2008), or just 
general liberal propaganda, into other teacher's mailboxes. One nutty Green Bay teacher was even 
using school resources to spread an anti—lraq war petition — during school hours! An even nuttier 
teacher told his students the recent BP oil spill was caused by Sarah Palin! (Note that Obongo's 
Chief—of—Staff Rahm Emanuel [Jew] lived in an apartment paid for by BP's Stanley Greenberg [Jew] 
for five years). Still don't think public schools are nothing more than taxpayer-funded Marxist 
indoctrination facilities? Wake up! 


69 


There is also a teacher at a certain Green Bay high school who routinely s/eeps during school 
hours, but the corrupt union won't do anything as they provide "diversity" (hint, hint). | can name 
dozens of other examples, mostly with public schools wasting technology resources by throwing 
away things which are trivial to fix, or from being Jew'd into purchasing proprietary computer 
hardware, unnecessary upgrades, and high-priced software. Oh, and don't get me started on not 
cutting high school football, or other sports funding, when budget time comes around... 


If you think that's bad, just wait until you learn the corrupt union members in the Green Bay Police 
department routinely cover up illegal activities both internally and those conducted by the Green 
Bay Packers organization. These include include illegal drug and steroid use, money laundering, 
sexual molestation, and even insider real estate dealings with the land and buildings surrounding 
Lambeau Field. Some corrupt Green Bay cops even do this while being paid overtime doing 
security ata game! Union power! 


If there is one thing that defines just how evi/ the Obama regime is — it's corrupt public sector unions 
and their thug leadership. Funny, you didn't hear much about any of this in the media, did you? I'll 
bet you heard all about the Koch brothers... Those guys who own several paper manufacturing 
plants in Wisconsin which hire thousands of local employees, who can then feed their families, pay 
their mortgages, send their kids off to college, and of course — pay taxes. You know, that magical 
system a teacher's salary comes from. By the way, people like Michael Moore have no employees 
in Wisconsin, and when Hollywood filmed those shitty Saturday Night Live spin-off movies in 
Wisconsin, the studio's requested tax breaks and used non-union labor... 


It's almost like the Jewish media outlets are covering for the corrupt Jewish labor unions and 
attacking anyone who dares expose their plans... 


So how can a honest man fight back? You can start by putting these assholes under some form of 
electronic surveillance. Try to plant technical surveillance devices at known union and Democrat 
meeting locations, or even in the homes of any corrupt union leaders or government employees. 


All this brings us to our next project... A device which can remotely detect a subject's respiration or 
heart beat by using a narrow beam of microwave energy. This is very useful in technical 
surveillance operations to help notify you if a person is still inside a building you wish to physically 
penetrate. 


The remote detection a target's heart beat has the potential for a much more sinister plot. By 
pulsing a high-energy RF signal at just the right time, it may be possible to induce some type of 
heart arrhythmia or cause some other biological malfunction, in your target. Just make sure to aim 
your new toy at only Democrats... 


Overview 


This experimental project is for a device which can be used to extract the respiration or heart rate 
signal from an individual by using only a beam of microwave energy in the X-band (10 GHz) 
region. The main circuit consists of a commercial Doppler microwave unit followed by a low-noise 
40 dB preamplifier and sharp 5 Hz low-pass filter. All the signals we wish to detect will be in the 
sub-—10 Hz region. 


The contraction and expansion of the heart and lungs will impose motion on the target's chest 
wall. We can detect these changes as a slight Doppler shift in the reflected microwave beam. The 
final received signal can then be further processed to determine the frequency of these 
cardiopulmonary events. 
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The respiration (breathing) rate will be the easiest signal to detect, as the chest cavity movement is 
on the order of several millimeters, compared to only the faint surface vibrations of the heart 

beat. Medical literature lists the period of ahuman's respiratory rate as being between 3 and 30 
breaths per minute (16-24 average), with the heart rate varying from 40 to 200 beats per minute 
(43-94 average). This corresponds to a possible frequency range of 0.05 — 0.5 Hz for respiration 
rates, and 0.6 — 3.3 Hz for the heart rate. 


This particular experimental setup will be using a Microwave Solutions MDU1100 X-band Doppler 
integrated motion detector unit. These little modules require only three connections, a clean source 
of +5 VDC, the Intermediate Frequency (IF) output with an impedance of around 400 ohms, and 
ground. The MDU1100 module has built-in antennas for both transmit and receive. They operate 
at around 10.5 GHz and have a RF output power (EIRP) of approximately +13 dBm (20 mW). A 
higher powered Gunnplexer module from an old X-band police radar can also be used and will 
increase the overall detection range. 


At 10.5 GHz, the air—skin barrier is fairly reflective to the RF energy. The wavelength of the 
transmitted signal will dictate the system's overall spatial resolution. At 10.5 GHz, the wavelength is 
2.8 cm and the penetration depth in human tissue is only around 0.3 mm, though this seems to vary 
based on the medical literature I've found. Operating at higher frequencies will provide you with the 
ability to more easily "Zero in" on an individual target, but the RF signal will be severaly attenuated 
by any barriers between the radiating antenna and the target. A lower operating frequency will 
better penetrate most barriers, but you'll loose the resolution and the antenna system will be 
significantly larger. All this will need to be taken into consideration if you intend to use a device like 
this to locate victims trapped under debris or as a Sudden Infant Death Syndrome (SIDS) monitor 
for newborn babies. 


Because the final output signal will contain very low frequencies, which will not be directly 
"listenable" to a human being, we'll need to digitally record the signal or at least transvert it to 
something easier to manage. DATAQ Instruments has sevearl data acquistion boards available at 
fairly low-cost. For this project, a DATAQ Instruments DI-194 board will be used. The DI-194 
(which is now obsolete) provides 10-bit measurement accuracy in four analog channels, has a +/- 
10V analog measurement range, and up to 240 samples/second throughput. It uses a simple 
RS-—232 serial interface which also provides power to the unit. You can use the free WinDAQ 
software to view and record any signals. 


Target Building 
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Vices 


Overview of the low-noise preamplifier and 5 Hz low-pass filter circuit. 


The amplifier is based around a Linear Technology LTC 1051 "auto zero" precision dual 

op-—amp. It's configured in a standard non-inverting circuit with 40 dB of gain, rolling off at around 7 
Hz. A 10 kohm/ 100 uF RC network forms a high-pass filter at around 0.16 Hz on the op—amp's 
input. 


A Linear Technology LTC 1062 5th-order, Butterworth low-pass filter follows the LTC1051. The 
LTC1062 can be configured to low-pass filter anything up to 20 kHz. A 6,800 pF capacitor on the 
LTC1062's pin—5 sets the filter's 3 dB response at around 5 Hz. 


The second LTC1051 op—amp is configured as a two—pole 30 Hz low-pass filter. This is to remove 
any high-frequency clock noise which may pass through from the LTC1062. 


Both the LTC1051 and LTC 1062 require a clean source of +/- 5 VDC. The power lines to each IC 
have series 10 ohm resistors, ferrite beads, and a shunt 10 uF capacitor to ground. 


Use non-polarized, high-quality, low—leakage capacitors and 1% metal film resistors for maximum 
performance. 
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Overview of the Microwave Solutions MDU1100 X-band Doppler integrated motion detector unit. 
The four little squares are the transmit and receive antennas. 


The connections along the bottom are, from left-to-right: IF output, ground, and +5 VDC. The 
current draw is around 50 mA. 


Detection range can be significantly increased by replacing this module with a Gunnplexer from a 
high-power X—band Doppler speed radar. 
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Setting the 3 dB corner frequency for the LTC1062 low-pass filter. 


The LTC1062 contains an integrated divide—by—100 counter to determine the cut-off 
frequency. This means the "C,,," frequency at pin—5 of the LTC1062 should be 100 times the 
required 3 dB corner frequency. 


In the above photo, the frequency at pin—5 of the LTC 1062 is 594.5 Hz with a 6,800 pF polystyrene 
capacitor installed. This gives a final 3 dB corner frequency of around 5.9 Hz. 


Be sure to use a low-leakage and temperature stable capacitor in this timing application. 
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Using the WinDAQ software. 


This is an example of detected chest wall motion caused by the act of breathing. 


At frequencies this low, it is best to detect the number of "events" in order to determine if you've 
received a true signal. 


If you detect, say a peak of around 18 and 80 "events" per minute, it's safe to assume you've 
located a live human being. Those 18 and 80 events in a one minute time frame correspond to the 
average respiration and heart rate for a healthly adult human. 


The heart beat will appear as a series of sharp "spikes" riding on the slow rising respiration 
signal. Separating those two signals using only common hardware and components is still 
something I'm working on. This may be a better job for some DSP or software wiz... 


There is a schematic for an optional (and untested) signal splitter at the end of this article. This is a 


low-pass/high-pass filter centered at 0.5 Hz which can be used to break the two signals apart for 
further processing. 
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2nd European Symposium on Non-Lethal Weapons 
May 13-14, 2003 in Ettlingen, Germany. 


ELECTRONIC EQUIPMENT FOR COMPLEX INFLUENCE 
ON BIOLOGICAL OBJECTS 


Doctor of Science in Technical Sciences and Technology, General Director 
of the Center of Scientific Engineering and Social Activities “Trymas” 
V. Makukhin (Moscow, Russia) 

Influence of composite weak electromagnetic fields (EF). An assessment 
of factors, determining a quantity of absorbed electromagnetic energy, dielectric 
properties of tissues, geometric, mass and weight parameters of object, its 
orientation, field polarization, configuration and parameters of radiation source, 
duration, intensity and frequency of radiation, all the peculiarities of generation 
and propagation of electromagnetic radiation. Control of person and animal 
conditions with EF influence. 

Biological effects under different conditions of EF influence. Effect of EF 
on hematologic indices of peripheral blood and state of circulatory system. 
Change of clinicobiological indices depending on EF parameters. Approbation 
of biochemical tests, suitable for determination of biological effects reversibility 
that were occasioned by EF. Lethal and non-lethal physical factors. 

Near unidirectional action portable equipments with pulse power equal 
5W and damage range up to 500 m. Damage degree: disturbance of breathing, 
blood circulation, partial consciousness loss, painful irritation, paralysing active 
conscious activity. 

Mobile and stationary installations with pulse power equal 1 kW and 
considerable damage area. Damage degree: heart arrhythmia, sharp jump of 
blood pressure, vomiting, diarrhea, asthmatic spasms, that leads to a general 
discomfort, deep depression, space confusion. 

An assessment of EF influence on biological objects as one of urgent 
problems. Its solving is necessary for conception development of NLW creation. 
Key words: NLW, electromagnetic field, clinicobiological indices, test, damage 


degree, prototype. 


Rate Effects in Isolated Hearts Induced by Microwave Irradiation 
By James L. Lords, Carl H. Durney, Alan M. Borg, and Charles E. Tinney. 


834 IEEE TRANSACTIONS ON MICROWAVE THEORY AND TECHNIQUES, DECEMBER 1973 


Short Papers 


Rate Effects in Isolated Hearts Induced by 
Microwave Irradiation 


JAMES L. LORDS, CARL H. DURNEY, MEMBER, IEEE, 
ALAN M. BORG, anp CHARLES E. TINNEY 


Abstract—Continuous 960-MHz microwave irradiation of iso- 
lated poikilothermic hearts in Ringer’s solution causes bradycardia, 
in contrast to the tachycardia usually produced by generalized heat- 
ing. The effect appears to occur only over a narrow power range in 
the neighborhood of an estimated 3 mW absorbed by the heart. It is 
hypothesized that the bradycardia is produced by stimulation of the 
nerve remnants in the heart. 


I, INFRODUCTION 


An important question yet to be answered satisfactorily is the 
following. What effects are produced by low-level microwave irradia- 
tion of biological systems? This question is particularly relevant to 
the increasing need to set realistic microwave irradiation safety 
standards. The question is difficult to answer because of the inherent 
complexity of biological systems, the complexity of the microwave- 
biological interaction, and the difficulties of making accurate mea- 
surements, including identifying and controlling the variables. 

This short paper describes a series of experiments designed to 
point towards further understanding of microwave biological inter- 
action, particularly in the range where generalized heating of the 
entire organ appears not to be the principal mechanism of interaction. 

These experiments consist of exposing isolated turtle hearts sub- 
merged in Ringer’s solution to CW 960-MHz microwave irradiation 
while measuring both rate and force of contraction. We chose the iso- 
lated heart as a means of studying the interaction mechanism because 
Frey and Seifert [1] indicated that the isolated frog heart is sensitive 
to microwave irradiation. We chose the turtle heart because, in 
our hands, it is a more stable preparation than the frog heart, and 
because it is larger than the frog heart, making it easier to manipu- 
late. Since the turtle heart is poikilothermic, we submerged it in 
Ringer’s solution which was temperature controlled by a circulating 
bath. We used agar-KCl electrodes to avoid artifacts introduced by 
concentration of the electromagnetic (EM) fields, which occur with 
metal electrodes [2]. 

We found that microwave irradiation in a certain power range 
caused bradycardia (decrease in heart rate), even though general- 
ized heating of a poikilothermic heart causes tachycardia (increase in 
heart rate). At higher power levels, microwave irradiation caused 
tachycardia. 

Our experiments are considerably different from Frey and Seifert’s, 
They used isolated frog hearts irradiated in air with pulsed 1.425-GHz 
irradiation, and with the pulses synchronized with the electrical 
activity of the heart, their experiments indicated that the irradiation 
produced either tachycardia or arrythmia. Also, they used platinum 
electrodes in the hearts. 

The experimental procedure we use is described in detail, followed 
by the experimental results, power and temperature considerations, 
and a discussion of the results. 


II. DESCRIPTION OF THE EXPERIMENTS 
Preparation of the Heart 


Healthy turtles maintained in our laboratory were pithed and 
a 10-cm hole was cut in the plastron. A 4-0 silk suture was attached to 
the apex of the heart and the organ cut free of the animal. The 
excised heart was placed in a petri plate containing a balanced salt 
solution. This solution contained: NaCl 6 g; KCI 0.14 g; CaChk 0.12 
g; NaHCO; 0.20 g; and glucose 0.65 g per 1000 ml. Several changes 


Manuscript received May 25, 1973; revised August 9, 1973. This work was 
supported in part by the University of Utah Research Committee and in part by 
the Office of Naval Research. 

The authors are with the Department of Electrical Engineering, Microwave 
Device and Physical Electronics Laboratory, University of Utah, Salt Lake City, 
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Fig. 1. Block diagram of the microwave system. 


of this solution during a 15-min stabilization and recovery period 
cleared the blood from the isolated heart. Tubular plastic electrodes 
(PE-100 filled with 1.5 percent W/V agar—6 percent KCl W/V) 
were sutured to the heart, one at the apex and the other in the aorta. 
The preparation was attached at the apex to a fixed plastic mount 
by the suture used to hold the electrode in the apex. The suture used 
to attach the electrode in the aorta was also used to attach the heart 
to the Statham strain gauge. The flexible plastic electrodes were 
attached by shielded input cables to the low-level dc preamplifier 
(Grass). The entire system was submerged in a continuously aerated 
bath containing 600 ml of the balanced salt solution plus glucose. 
The bath was surrounded by a water jacket held at 12°C to insure 
close temperature control and to provide an extensive heat sink. The 
tension on the system was adjusted to provide a force signal of 
reasonable magnitude but not high enough to change the heart 
rate of the particular preparation. Once the preparation was mounted 
as described, a temperature stabilization period of at least 15 min 
was allowed. During this period, the force of contraction as well as 
the electrical signal were continuously recorded. 


The Microwave System 


A block diagram of the microwave system is shown in Fig. 1. 
The microwave generator is a converted radar transmitter which 
uses a lighthouse triode as a power oscillator. Maximum output 
power is about 2 W CW. The directional coupler and crystal detector 
are used in connection with the directional power meter to tune out 
the reflections with the stub stretcher. The stripline is used to provide 
a transition from the unbalanced coaxial system to the balanced 
capacitor irradiator. When the coax is connected directly to the 
capacitor, the resulting unsymmetrical current in the outer braid 
causes the coax to radiate and severely interfere with the recorder. 
The stripline-coax junction provides enough circular symmetry to 
the coax that the coax does not radiate enough to interfere with the 
recorder. The capacitor irradiator is simply a parallel-plate capacitor 
fed by the stripline; the plates are approximately 2.6 cmX3.9 cm, 
separated by approximately 3 cm. This separation is on the order 
of one wavelength in the Ringer's solution at 960 MHz. 

Preliminary calculations indicate that the dominant field dis- 
tribution between the plates is a combination of a TEM wave and 
the lowest order TM wave of a parallel-plate waveguide. The higher 
order TM waves are cut off and the TE modes are not excited be- 
cause the polarization of the electric field is wrong. Some crude field 
measurements tend to support this idea, and work is continuing on 
better measurements and more complete calculations. 


Experimental Procedure 


The heart is allowed to equilibrate for 30 min after mounting, 
and during this time, both ECG and force of contraction are re- 
corded to establish a baseline for that particular heart. After the 
30-min stabilization period, continuous microwave power is applied 
for a specified time, during which both ECG and force are con- 
tinuously recorded. 
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Fig. 2. The ECG and force recording for a typical heart without 
microwave irradiation, 


III. REsuLTs OF THE EXPERIMENTS 


The ECG and force recording for a typical heart without micro- 
wave irradiation are shown in Fig. 2. A plot of rate versus time for 
a typical control is shown in Fig. 3, The rate measurements for a 
typical experiment in which the heart is irradiated are shown in 
Fig. 4, 

Table I shows the average for all experiments of this type, 
normalized to the same starting rate of 10 beats/min. The slope was 
determined by the method of least squares for a 30-min section of 
the recorded ECG using the rate over a 2-min period. As can be 
seen, the average for all experiments indicates that bradycardia, at 
least transitorially, is produced by CW microwave power in the 
range of 50-200-mW total input power. At power levels near 50-mW 
total input, no consistent effect different from control is readily ap- 
parent, while at levels near 300-mW total input, the effect is variable. 
In some experiments, 300 mW has produced a definite tachycardia, 
particularly if the preparation has been subjected to previous ir- 
radiation at lower power levels. 

The power levels quoted above are all total input power levels, 
as measured by the power meter shown in Fig. 1. This total power can 
be divided into: 1) the power losses in the cable, tuner, and stripline; 
2) the power absorbed by the heart; and 3) the power absorbed by 
the Ringer’s solution surrounding the heart. 

Measurement of the power absorbed by the heart itself would be 
very difficult and usually the amount of power absorbed is calcu- 
lated from measured temperature increases caused by the absorbed 
power. However, the measurement of the temperature increase. of 
the heart produced by the absorption of microwave power by the 
heart is complicated by the fact that the presence of a thermocouple 
or a thermistor in the heart during microwave irradiation can cause 
hot spots that would not be present in the absence of the thermistor 
or thermocouple [2]. Consequently, some nonperturbing method of 
measuring temperature, such as the kind described by Johnson and 
Guy [2], must be devised. In our case, these kinds of measurement 
techniques are complicated by. the smallness of the heart, and, as a 
result, we have not completed what we consider to be accurate mea- 
surements, 

Some preliminary measurements that we have made indicate that 
the temperature rise in the heart during microwave irradiation at a 
total input power level of 100 mW is less than 0.5°C. Steady-state 
temperature calculations based on a spherical shell model of the 
heart and linear heat transfer at the surface of the heart have given 
a calculated temperature rise of about 0.2°C at a total input power 
level of 100 mW. This calculation is based on an estimated value of 
surface conductance for forced convection. 

An estimation of the total power absorbed by the heart can be 
made by assuming the power to be uniformly absorbed in the volume 
between the irradiator plates. Then, since the loss tangents of the 
Ringer’s solution and the heart tissue aré in the same order of mag- 
nitude, the fraction of the power absorbed by the heart is approxi- 
mately the ratio of the volume of the heart to the total volume be- 
tween the plates. This method gives an estimate of 3.3 mW absorbed 
by the heart when the total input power is 100 mW. However, re- 
gardless of what fraction of the total power is absorbed by the heart 
itself, the measured bradycardia is a completely unexpected result 
because any absorbed power that would tend to raise the tempera- 
ture of the heart would be expected to produce tachycardia, as has 
been demonstrated in our laboratory by raising the temperature of 
the bathing solution. 
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Fig. 3. Rate of a typical control heart. 
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MHz 30-min irradiation. 

















TABLE I 

Total t. Corr. Coeff. 

Applied X Slope = —————--—— 

Power N Beats/Min High Low a 
Control 8 — 0.0059 0.86 0.32 +0.00304 

50 mW 2 — 0.058 0.95 0.64 
100 mW 10 —0.495 0.98 0.66 +0.270 
200 mW 3 +0.012 0.78 0.50 
300 mW 5 +0.18 0.85 0.42 40.155 
500 mW 2 +0.365 0.97 0.58 





Note: N is the total experiments at each power level; X is the average for all 
W experiments; Corr. Coeff. is the correlation coefficients, high and low for each 
slope in a set of N experiments; and ¢ is the standard deviation calculated by 
small-sample technique for N experiments at each power level. 


IV. Discussion or RESULTS 


The strong overriding conclusion of our experimental work is 
that a significant decrease in heart rate occurs upon microwave ir- 
radiation in a narrow range of power. The greatest change in rate 
occurs when the total input power in our system is 100 mW, which 
corresponds to an estimated 3.3 mW absorbed by the heart. But 
since the heart is poikilothermic, any increase in temperature should 
cause the rate to increase, and indeed, raising the temperature of the 
heart by heating the bath does cause an increase in rate. Hence, the 
decrease in rate cannot be explained in terms of generalized heating 
of the heart by the absorbed microwave power. 

Although we intend to pursue these effects much further, we 
presently propose the following tentative hypothesis, which is con- 
sistent with all the experimental data we now have. 

In the isolated heart, there are remnants of the two parts of the 
autonomic nervous system, the parasympathetic, and the sympa- 
‘thetic. In general, if the parasympathetic nerves are stimulated, 
the heart rate decreases. If the sympathetic nerves are stimulated, 
the rate increases. If the two systems are stimulated equally, how- 
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ever, the rate would most probably decrease because the effects of the 
parasympathetic system are stronger than those of the sympathetic. 
We hypothesize that the microwave power is stimulating the nerve 
remnants and/or the bouions terminaux causing the release of trans- 
mitter which induces the decrease in heart rate, Furthermore, at 
100-mW total power, the increase in temperature of the heart is not 
enough to cause an increase in heart rate equal to the decrease 
caused by the above described system, while at 300-mW total power, 
the increase in rate due to the microwave heating is greater than the 
decrease due to transmitter release. This is consistent with tachy- 
cardia induced by 300-mW total power. 

Further evidence to check this hypothesis could be obtained by 
blocking the transmitter action and measuring the change in rate. 
The parasympathetic system can be blocked by the addition of 
atropine to the Ringer's solution, and if the hypothesis were correct, 
100-mW microwave irradiation in the presence of atropine should 
cause an increase in heart rate, rather than a decrease, Preliminary 
experiments indicate that this does happen. We have also tried to 
block the sympathetic system with inderal (propranolol hydro- 
chloride) to see if microwave power would cause a further decrease 
in rate, but this preparation is not an entirely suitable blocking 
agent. At present, we have no explanation of how the microwave 
power might be stimulating the nerves and/or buotons, but we 
intend to pursue this question along with many others that have been 
raised by our experimental results. 
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Microwave Effects on Thermoluminescence and 
Thermally Stimulated Exoelectron Emission 


DONALD R. ELLE, DANIEL J. FEHRINGER, RICHARD 
J. VETTER, anp PAUL L. ZIEMER 


Abstract—tIn a pilot study to determine phosphor response after 
microwave exposure, a reduction in the expected amount of light 
emitted during thermoluminescent (TL) analysis was observed after 
exposure to microwave radiation of a phosphor preirradiated with 
cobalt-60 gamma radiation. Investigation of the thermoluminescent 
response of some high dielectric-constant materials after microwave 
exposure revealed the fading phenomenon in the powdered and 
ceramic states of the phosphors. 


I. Inrropuction 


Critical reviews of the literature on the hazards and biological 
effects of microwave radiation reveal the limitations and inadequacy 
of much of the work performed thus far [1], [2]. One of the most im- 
portant limitations is the lack of adequate dosimetric metholology 
for determining power density or absorbed energy in or around a 
biological specimen or tissue equivalent medium. The use of a reduc- 
tion in thermoluminescent (TL) response (fading) from a preirradi- 
ated phosphor as a result of exposure to microwave radiation as a 
method of microwave dosimetry has been suggested in a report by 
Conover, but studies using a well-known phosphor have yielded no 
such reduction [3]. 
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Thermoluminescence use in personnel radiation dosimetry was 
initiated by Daniels [4]. Since then the literature concerning the 
theory, development, and use of thermoluminescence has become 
very comprehensive. Briefly, the TL process can be depicted in terms 
of crystal lattice defects. The interaction of ionizing radiation with 
the crystal causes electrons to be raised from the valence band to the 
conduction band where the electron wanders until it falls into an 
electron trap. When the crystal is heated, the trapped electron is 
raised back to the conduction band where it wanders and falls back 
to the valence band emitting a quantity of light. The amount of light 
emitted by the crystal is proportional to the radiation dose received 
by the crystal. 

More recently, a similar phenomenon called thermally stimulated 
exoelectron emission (TSEE) has been suggested as a radiation 
dosimeter [5]. In the TSEE process, trapped electrons are raised to 
the conduction band and emitted from the surface of the crystal. 
The number of electrons emitted is proportional to the radiation dose 
received by the crystal. 

This short paper describes studies involving the use of powdered 
and ceramic phosphors, some with high dielectric constants and loss 
factors, which were used to evaluate TL and TSEE fading after ex- 
posure to microwave radiation. When correlated with microwave 
exposure in terms of energy density, the amount of fading or loss in 
TL response may provide a method for microwave dosimetry. 


Il. MatTerRIALs AND METHODS 


The powder phosphors used for evaluating TL response were 
BaTiO;, activated with dysprosium, and a mixture of BaTiO, and 
SrTiO; in a ratio of 8:2 by weight [(Bao.sSro2)TiO;]. Ceramic phos- 
phors were prepared using an organic binder (methyl cellulose) mixed 
with these powdered phosphors and firing them for 3 h at 1385°C. 
The phosphors used for determining TSEE response were CaF:, 
BaSOQ,, BaTiO;, and (Bao.sSro 2) TiO;. These phosphors were studied 
in the pure state and mixed with 25 percent by weight graphite 
powder. The TL and TSEE properties of these phosphors had been 
determined previously [6], [7]. 

Annealed TL and TSEE phosphor samples, placed in paper en- 
velopes or polyethylene vials, respectively, were irradiated with 
10° R of "Co gamma radiation and then exposed to microwave radia- 
tion in an anechoic chamber, 305 X 244X213 cm high, with a —40-dB 
quiet zone. An exhaust fan was located in the ceiling near the back 
wall to maintain room temperature. A pyramidal horn connected a 
1.5-kW 2450-MHz generator to the chamber. The power level was 
determined with a directional coupler and Hewlett-Packard 432A 
power meter, and power density was monitored with a Narda 8110 
electromagnetic radiation monitor. The TL phosphors were exposed 
to power densities ranging from 200 to about 5000 mW/cm? in the 
anechoic chamber while the TSEE phosphors were exposed to 200 
mW /cm? in the anechoic chamber and to about 7.4104 mW/cm? in 
a microwave oven. Phosphors were exposed for 5-40 min in the an- 
echoic chamber and for 1 min in the microwave oven. After the 
longest microwave exposure, all samples including controls were 
placed on dry ice until analyzed. Phosphor TL and TSEE response 
were determined with readers designed and built at Purdue Univer- 
sity [8], [9] and were expressed as glow peak height. 


Ill, REsuLTs 


A statistically significant (P <0.05) reduction in TL response was 
observed in the (Bao.sSro.2) TiO; phosphor only (Fig. 1). Fading in- 
creased with time of microwave exposure and was therefore de- 
pendent on the energy fluence at the surface of the phosphor. No 
reduction in TSEE response was seen in any of the phosphors exposed 
in the anechoic chamber, but a reduction of up to 80 percent was 
observed in the phosphors containing graphite when exposed in the 
microwave oven. _ 

When measurements were made on the temperature of the 
(Bao sSro.2) TiO; phosphor during microwave exposure, an increase 
over the ambient temperature level was noted. This is important to 
consider since the increased temperature may be the cause of the 
fading. To examine this possibility, a temperature-fading study was 
performed using a drying oven as the heat source. The maximum 
temperature reached by the phosphors during microwave exposure 
was determined to be 28°C, as measured with a thermocouple; there- 
fore, the fading study was carried out at this temperature. Phosphors 
were heated for times equal to the microwave exposures. The results 
indicated an enhanced fading over that of the room temperature 
(22°C) fading, as expected by the theoretical explanation of thermo- 
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Je RRO 
a Terrorist 





See the Jew: Stan Sinberg 


The October 2010 issue of MAD Magazine had a cartoon entitled "Tea—Bagger Proof that Obama is 
a Terrorist/Socialist" which | guess was meant to attack the Tea Party movement. It consisted of 
your standard unoriginal toliet humor, but the scary part is this magazine is aimed mainly toward 
adolescents. This is a good example of how Jews use their control of popular culture to attack the 
political foundations and traditions of this country. 


Note that Obama was a member of the "New Party," a creation of the DSA while in Chicago. One 
guess what the "S" in DSA stands for? Hint: You'll have to check the Archive.org version of the 
New Party website as it was scrubbed (change!) after Obama was 

elected. (classic-web.archive.org/web/20010306031216/www.newparty.org/up961 0.html) 
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Claim: Barack Hussein Obama was born in Honolulu, Hawaii, to Barack Hussein Obama, Sr., a black MUSLIM from 
Nyangoma-Kogel, Kenya and Ann Dunh am, a white ATHEIST from Wichita, Kansas. Obama's parents met at the University of 
Hawaii. 


Barack Hussein Obama (Senator Obama's father) was born on the shores of Lake Victoria in Alego, Kenya. He met and married 
an American woman, Ann Dunham of Wichita, Kansas, while they were both attending the University of Hawaii. Their son, 
also named Barack Hussein Obama was born on 4 August 1961 at the 


Although the elder Obama was raised as a Muslim, no evidence supports the claim that he was ever a "radical Muslim," and 


Senator Obama's family histories note that his father was an atheist or agnostic (i.e., no longer a practicing Muslim) by the 
time he married the younger Obama's mother. Of his mother's religious views, Senator Obama wrote: 


Before the 2008 election, the "rumour and myth debunking" website Snopes.com, reported that 
Barry Soetoro (a.k.a. Barack Hussein Obama) was born at the Queen's Medical Center in Honolulu, 
Hawaii. Of course, this was quickly censored as the liberal media was desperately trying to prop up 
their Muslim Messiah by saying he was now born at the Kapi'olani Hospital! 

Nothing like a little bit of "change." LOL! 


We also now know Snopes receives funding from several of those George Soros (Jew) money 
laundering, err..., anti-Western, anti-White, open—borders, left-wing "philanthropist" organizations. 


Snopes should be regarded as a just another tool for spreading propaganda. 
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Published: Nov. 4, 2008 at 11:14 PM 
Order reprints 


WASHINGTON, Nov. 4 (UPI) -- Sen. Barack 
Obama, D-lll., made history Tuesday by 
becoming the first African-American to win 
the U.S. presidency. 


On a freezing day in February 2007, the first- 
term U.S. senator announced his candidacy for 
president outside the Old State Capitolin 
Springfield, Ill., saying he could not wait until 
politics "boil the hope out of him." His best- 
selling third book was called "The Audacity of 
Hope: Thoughts on Redaiming the American 
Dream." 


He said his late mother, Stanley Ann Dunham, 
who died of cancer at 53, and his 
grandmother, Madelyn Payne Dunham, 86, 
taught him how to dream and value hard work, 


and were the guiding forces of his life. 


Obama described his birth at Queen's Medical 
Center in Hawaii Aug. 4, 1961, to a young 
white woman from Kansas and a father of Luo 
ethnicity from Nyanza Province in Kenya, as an 
“all-America” story transcending orthodox racial 
stereotypes and experience. Even his name -- 





Sen. Barack Obama, D-Ill. (UPI Photo/Roger L. 
Wollenberg/FILE) | Enlarge Q 


Official GM Site 
Change at GM is Under Way. Visit 
Official Site to See How. 


vv. GMReinvention.com 


Soybean Outlook Report 
As demand for soybeans shifts, what 


And if you think that was just a fluke, in this November 4, 2008 UPI report, they also list Barry 
Soetoro as being born at the Queen's Medical Center in Hawaii on August 4, 1961. 


The original story link was at: 


www.upi.com/Top_News/2008/1 1/04/Sen—Barack-Obama—Democrat-of-lllinois/UPI-33901225647000 
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Record military deaths in Afghanistan and now a new war in Libya... and this 
worthless fucking nigger only cares about his shiny phone? 


Obama Disappointed With Lack of 'Cool' Phone in Oval Office 


April 14, 2011 — From: www.foxnews.com 
WASHINGTON -—- Turns out President Obama would like a phone upgrade. 


The president, in an unscripted moment with donors in Chicago, was talking about the need to 
innovate in technology. 


"The Oval Office, | always thought | was going to have really cool phones and stuff," he said 
during a small fundraising event at a Chicago restaurant. "I'm like, c'mon guys, I'm the 
president of the United States. Where's the fancy buttons and stuff and the big screen 
comes up? It doesn't happen." 


The president made his off-the-cuff remarks with donors as he took questions and after reporters 
had been ushered out of the event. But the question and answer session was piped back to 
Washington by mistake and into the press briefing area where a few reporters were still working 
late. 


Obama apparently was responding to a question about bottlenecks in technological innovation and 
he used his White House experience as an example. 


In response to another question, he used Thursday's visit to the White House by the emir of Qatar, 
Sheikh Hamad bin Khalifa Al Thani, to make a point about the need for good job opportunities. 


"| had the emir of Qatar come by the Oval Office today," Obama said. "Pretty influential guy. He is 
a big booster, big promoter of democracy all throughout the Middle East. Reform, reform, 

reform. ... Now he himself is not reforming significantly. There's no big move toward democracy in 
Qatar. But you know part of the reason is that the per capita income of Qatar is $145,000 a 

year. That will dampen a lot of conflict. 


"| make this point only because if there is opportunity, if people feel their lives can get better, then a 
lot of these problems get solved." 



















... MUP DA 
DOO DIDDA 
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BIX NOoD 
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DUB HO 
MUHFUGGA 


'l'Z beez yo prez—e-dent!" 
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a PLAY CBS NEWS VIDEO 


com 





See the Jew... 
On April 15, 2011, Sarah Palin gave a Tea Party speech in Madison, Wisconsin. 


There was a huge rally in support of her and Governor Scott Walker, but a handful of Commie nut 
jobs did show up. 


There was just one little problem... There weren't enough nut jobs to fit the liberal media's agenda! 
So what those filthy Jews at SeeB.S. did was interlace their "news" footage of Palin's speech with 
one from an eariler pro—Kloppenburg (Jew) rally to artificially increase the number of "anti—Palin" 


protesters! 


Note the screenshot above, the protester's sign mentions the April 5, 2011 Wisconsin Supreme 
Court election date! 


Remember, there is NO liberal bias in the media! LOL! Change! 
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See the Jew... 


Note when doing stories on Obama's birth certificate, CNN always keeps displaying Obama's 
"Certification of Live Birth," and not the more detailed "Certificate of Live Birth." 


This is a textbook example of liberal/Jew propaganda in the mainstream media. The Certification of 
Live Birth is merely a record of someone being born - that's it. The Certificate of Live Birth is record 
of someone being born on U.S. soil at a hospital in Hawaii. 


The "Certificate of Live Birth" Obama finally released shows his father as not being a U.S. 

citizen. This is important as your father needs to be a U.S. in order to "natural born," like what the 
Constitution states. Also, it lists Stanley Ann Dunham's age as only 18. She came back to the U.S. 
from Indonesia (where she was an Indonesian citizen) when she was 14. This is also important, as 
she would have to spend at least 5 years (be 19-years-—old) in the U.S. before transferring her new 
U.S. citizenship to her new born. Obama can't legally be President! 
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Do. NOT. Send. Your. Kids. To. Public. School! 


The Racist Propaganda Conference for Teachers 


April 13, 2011 — From: www.americanthinker.com 
by Charlotte Cushman 


From April 13, to April 16, the Lakeville school district in Minnesota is sending its teachers to the 
12th annual "White Privilege Conference." Yes, it is as bad as it sounds. To quote the article: "The 
conference is ‘built on the premise that the U.S was started by white people, for white people.’ Its 
mission is to get participants to confront their biases in a ‘journey in understanding white 
supremacy, whiteness, privilege, power and oppression.’ And to agree to take action in (their) own 
circle of power." At workshops participants will "discuss how white privilege, white supremacy, and 
oppression affects daily life." 


This seems pretty straightforward. The premise is that all white people are bad. | wonder why this 
isn't called the "Racist Propaganda Conference" instead. Of course, they would never admit that 
that is what they are doing. Leftists never do. They would just claim that they are just trying to 
make people aware of "differences." These people are not innocent of political indoctrination 
either. The keynote speaker at the 2009 conference said, that we must look beyond our ‘declining 
empire’ to ‘exciting progressive developments’ in Hugo Chavez's Venezuela —— among them, ‘land 
reform and redistribution of wealth, neighborhood committees, recognition of women's unpaid labor, 
end of spanking.” 


Isn't it comforting to know that your hard earned tax money is being used to sponsor the promotion 
of Socialism amongst the very people who stand before your child and influence him day after 
day? Children look up to their teachers, they think teachers know everything, even more than their 
parents. And children aren't stupid. The children who have white skin will eventually catch on. For 
all the promotion of self-esteem these days, what kind of effect do you think this will have on your 
child when he gets the message that his mind doesn't matter—but his skin color does? Don't think 
this kind of propaganda doesn't come back to the classroom. It does. 





See the Jew... 


That's Paul Kivel, the Jew behind the "White Privilege Conference" 
(www.whiteprivilegeconference.com) which your hard-earned tax dollars are funding teachers to 
attend. And it gets even sicker... 


Ole’ Pauly has an article on his website entitled "I'm Not White, I'm Jewish: Standing as Jews in the 
Fight for Racial Justice." (www.paulkivel.com/articles/imnotwhiteimjewish.pdf) 


| wonder if Pauly will be taking any of that "racial justice" to Israel and supporting Gentiles in their 
next Prime Minister election? Don't count on it... 
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Here's a perfect example of how the liberal media covers for the Obama 
Administration... 


Shortly after this story was released, which again proves Obama's father was NOT a 
U.S. citizen, it was quickly censored from the Arizona Independent website. Change! 


EXCLUSIVE: Dad's Immigration File Offers More Evidence Of Obama's Birthplace 


April 26, 2011 — From: az—independent.com 
by Heather Smathers 


Documents obtained from the United States Citizenship and Immigration Service through a 
Freedom of Information Act request offer evidence that President Barack Obama was born in 
Hawaii. 


A memo dated Aug. 31, 1961 from William Wood of Immigration and Naturalization Services 
indicates that Barack Obama, Sr., was attending the University of Hawaii on a student visa and that 
a son, Barack Obama, II, was born in Honolulu on Aug, 8, 1961. 


The memo refers to Obama Sr.'s plans to attend the University of Hawaii for one more year to 
obtain his bachelor's degree in economics, and that his spouse, a United States citizen, plans to 
work at the university. 


"They have one child born Honolulu on 8/4/1961 — Barack Obama Il, child living with mother (she 
lives with her parents & subject resides at 1482 Alisteastre St.)," the memo states. Documents also 
show that Obama, Sr. entered the country in 1959, and received several extensions to his visa prior 
to being denied in July, 1964. 


A memo from Lyle H. Dahlim of the INS, written in April, 1961, says the agency "recommend(s) that 
Subject be closely questioned before another extension is granted — and denial be considered. If 
his USC (United States Citizen) wife tries to petition for him make sure an investigation is conducted 
as to the bona-fide of the marriage." The wife is Stanley Ann Dunham, the President's mother, who 
married Obama, Sr., in February, 1961. 


The documents also show that the CIS investigated the elder Obama as a polygamist, having a wife 
in Kenya and a "wife and child in Honolulu." Dahlim's memo adds that "Polygamy is not an 
excludable or deportation charge as Subject is a non-immigrant." 


Documents show that Obama, Sr. was denied an extension on his student visa in July, 1964, in part 
because Harvard University, where Obama, Sr., was a Ph.D. candidate, sought his 

removal. Obama Sr. eventually left the United States willingly after becoming an illegal alien for 
remaining in the country past the expiration of his visa. 


An INS investigator, M.F. McKeon, wrote "They (Harvard officials) weren't very impressed with him 
and asked us to hold up action on his application until they decided what action they could take in 
order to get rid of him. They were apparently having difficulty with his financial arrangements and 
couldn't seem to figure out how many wives he had." 


Documents show that Harvard officials considered Obama, Sr. to be a "slippery character," and 


conspired with the INS to have him deported. Inquiries with the White House were not immediately 
returned. 
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The revelation of the handwritten memo mentioning the President's birth comes as lawmakers 
across the country grapple with so-called "birther" bills, with Arizona Gov. Jan Brewer vetoing 
proposed legislation requiring all candidates for any office to produce a birth certificate prior to their 
name appearing on the ballot. Louisiana Gov. Bobby Jindal, however, has said he will sign a similar 
bill. 
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bachelor’s degree in economics, and that his spouse, a 
United States citizen, plans to work at the university. 
“They have one child born Honolulu on 8/4/1961 — 
Barack Obama II, child living with mother (she lives 
with her parents & subject resides at 1482 Alisteastre 
St.),” the memo states. 

Documents also show that Obama, Sr. entered the 
country in 1959, and received several extensions to his 
visa prior to being denied in July, 1964. 

A memo from Lyle H. Dahlim of the INS, written in 
April, 1961, says the agency “recommend(s) that Subject 
be closely questioned before another extension is granted 
—and denial be considered. If his USC (United States 
Citizen) wife tries to petition for him make sure an 
investigation is conducted as to the bona-fide of the 
marriage.” 

The wife is Stanley Ann Dunham, the President’s 
mother, who married Obama, Sr., in February, 1961. 
The documents also show that the CIS investigated the 
elder Obama as a polygamist, having a wife in Kenya 
and a “wife and child in Honolulu.” Dahlim’s memo 
adds that “Polygamy is not an excludable or deportation 
charge as Subject is a non-immigrant.” 

Documents show that Obama, Sr. was denied an 
extension on his student visa in July, 1964, in part 
because Harvard University, where Obama, Sr., was a 
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Ph.D. candidate, sought his removal. Obama Sr. 
eventually left the United States willingly after becoming 
an illegal alien for remaining in the country past the 
expiration of his visa. 

An INS investigator, M.F. McKeon, wrote “They 
(Harvard officials) weren’t very impressed with him and 
asked us to hold up action on his application until they 
decided what action they could take in order to get rid of 
him. They were apparently having difficulty with his 
financial arrangements and couldn’t seem to figure out 
how many wives he had.” 

Documents show that Harvard officials considered 
Obama, Sr. to be a “slippery character,” and conspired 
with the INS to have him deported. 

Inquiries with the White House were not immediately 
returned. 

The revelation of the handwritten memo mentioning the 
President’s birth comes as lawmakers across the country 
grapple with so-called “birther” bills, with Arizona Gov. 
Jan Brewer vetoing proposed legislation requiring all 
candidates for any office to produce a birth certificate 
prior to their name appearing on the ballot. Louisiana 
Gov. Bobby Jindal, however, has said he will sign a 
similar bill. 


Short URL: http://www?2.az-independent.com/?p=2974 
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That article has since been deleted! 


(www2.az—independent.com/201 1/04/26/independent—exclusive—dads-—immigration—file—offers-more— 
evidence—of—obamas-birthplace) 


Hope! 


Change! 


LOL! 
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